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1 Validity

This description of the MFW system is valid for the following modules:

Master modules

Item number Type from software version
97BPAGANBBBO MF-PLM15-G8DEX-DIA-B-BB-0 19AC0005.001.2.0
97BPAGCNBBXO0 MF-PLM15-G8DAR-DIA-B-BX-01 9AC0007.001.2.0
97BPA7JNBBX0 MF-PLM15-7PMIP-DIA-B-BX-0 19AC0047.000.2.0
Substation modules

Iltem number Type from software version
97HPAGANBBBO UF-PLM15-G8DEX-DIA-B-BB-0 19AC0006.001.2.0
97HPAGCNBBXO UF-PLM15-G8DAR-DIA-B-BX-01 9AC0008.001.2.0

The description of the parameterization software refers to the status from version 2.3.12.

These operating instructions contain the hardware description of the MFW modular
telecontrol system for live cables and cable shields. The MFW basic modules can
optionally have extended functions, e.g. interfaces to automation or control systems.
These functions are described in separate documentation.




2 General information
2.1 Supplementary instructions

Please note!

These instructions enable the safe and efficient use of the Modular Telecontrol
System (hereinafter referred to as "MFW" or devices). The instructions are an
integral part of the devices and must be kept in the immediate vicinity of the devices
and accessible to personnel at all times.

Personnel must have carefully read and understood these instructions before
starting any work. The basic prerequisite for safe working is compliance with all the
safety information and instructions in this manual. In addition, the local accident
prevention regulations and general safety regulations for the area of use of the
appliance apply.

lllustrations in these instructions are for basic understanding and may differ from the
actual design.

2.2 Use

These instructions are a prerequisite for safe installation and safe operation of the product and must
be read and understood before installation.

2.3 Target group

These instructions are written for qualified specialist personnel (electricians) who are able to carry out
work on electrical systems and independently recognize and avoid potential hazards due to their
specialist training, knowledge and experience as well as knowledge of the relevant standards and
regulations.

The qualified electrician is specially trained for the working environment in which they work and knows
the relevant standards and regulations.

2.4 Explanation of symbols

Safety instructions

Safety instructions in this manual are identified by symbols. The safety instructions are introduced by
signal words that express the extent of the hazard.

Warning!
This combination of symbol and signal word indicates an imminently hazardous
situation which, if not avoided, will result in death or serious injury.




Please note!
This combination of symbol and signal word indicates a potentially hazardous
situation which, if not avoided, may result in minor or moderate injury.

ENVIRONMENTAL PROTECTION!
This combination of symbol and signal word indicates possible hazards for the
environment.

Tips and recommendations

This symbol highlights useful tips and recommendations as well as information for
efficient and trouble-free operation.

Further markings

The following markings are used in these instructions to emphasize instructions, results, lists,
references and other elements:

Labeling Explanation
Step-by-step instructions
Results of action steps
References to sections of these instructions
and to other applicable documents
Listings without a fixed order

[Button] Operating elements (e.g. buttons, switches),
Display elements (e.g. signal lights)
"Display" Screen elements (e.g. buttons,

assignment of function keys)

Important passage

> This symbol indicates particularly important information.

Cross reference

This symbol is used to refer to illustrations and other parts of this documentation or to
further literature.




2.5 Safety instructions

2.5.1 Intended use

The telecontrol devices are intended exclusively for the applications described in these instructions
and may only be used under the conditions described in the Technical data chapter. Any use beyond
the intended use or any other use is considered misuse.

WARNING!
Danger of misuse!
Misuse of the telecontrol devices can lead to dangerous
situations.
e Never use the devices in EX areas.
e Never use appliances in areas where there is a risk of interference without
observing the special regulations for this.
e The devices must not be opened or modified improperly.

2.5.2 Storing the instructions

The instructions must be stored within easy reach of the appliance and be
accessible to staff.

2.6 Customer service

Our customer service is available for technical information:

Address Elektra Elektronik GmbH & Co Storcontroller KG
Hummelbihl 7-7/1
71522 Backnang

Germany
Telephone + 49 (0) 7191/182-0
Fax +49 (0) 7191/182-200
e-mail info@ees-online.de
Internet www.ees-online.de

In addition, we are always interested in information and experiences that result from the application
and can be valuable for the improvement of our products.



mailto:info@ees-online.de

2.7 Copyright, trademark rights
Copyright protection
These instructions are protected by copyright.

The transfer of these instructions to third parties, reproduction in any form or by any means - including
excerpts - as well as the utilization and/or communication of the contents are prohibited without written
permission.

The use of the product is not permitted without the prior written consent of Elektra Elektronik GmbH &
Co Stoércontroller KG (hereinafter referred to as the "manufacturer”), except for internal purposes.
Infringements will result in compensation for damages. The manufacturer reserves the right to assert
additional claims.

The copyright lies with the manufacturer.

© Elektra Elektronik GmbH & Co Stoércontroller KG 2023

2.8 Terms used

MFW

In the system-integrated version, the MFW modular telecontrol system consists of a master unit and
up to 31 substations. A basic module is required in each station, to which up to 15 optional extension
modules can be connected.

Basic module

The basic modules represent the minimum configuration of a telecontrol station (master unit or
substation).

They are available in two versions - master module and substation module.

Master module and substation module

A basic module in the master module variant is used in the control center. The master module
coordinates the data exchange between the individual stations and has an image of all the system's
inputs and outputs. The substation modules are used in the substations.

Extension module

To extend the I/O range, each basic module can be equipped with a maximum of 15 extension
modules. The modules are hot pluggable. These are connected via the system bus (based on CAN
bus).

I/0 module

Most basic modules have 8 inputs or outputs. These are referred to as I/O modules. The expansion
modules also contain an I/O module, consisting of 8 digital inputs, 8 transistor outputs, 8 output relays,
4 analog inputs or 4 analog outputs.

Station address

To identify the station in the MFW system, each substation module is assigned a station address

(1 - 31) and is assigned to each substation module. Address 0 is permanently assigned to the master
module and does not need to be set. Station addresses must not be assigned twice!

Module number

Each 1/0 module is assigned a module number. The input and output modules are assigned via their
respective module numbers. The location of the module within the system (station address) is
completely irrelevant. For example, the input module with the number 5 transmits its data to all output
modules with the number 5.




3 Functional description

In its minimum configuration, the telecontrol system consists of a master unit and a substation. At least
one basic module is required in each station. To extend the I/O range, each basic module can be
upgraded with a maximum of 15 extension modules. These are connected to the basic module using
the system bus cable supplied. Further information can be found in the separate expansion module
data sheet.

Data exchange is coordinated by the master using the polling principle. In the event of a fault, the
system recognizes the faulty communication and reports this via LED and relay contact both in the
control panel and in the substation concerned. In addition, the accessibility of each connected station
can be signaled at any point in the telecontrol system via a binary contact if appropriate /O modules
are used. This information can also be evaluated via the optional protocol interface. Once the cause of
the fault has been rectified, normal operation is automatically resumed.

The configuration of the system is simple and convenient. Only the station address (1 - 31), module
number (0 ... 254), static input or pulse input for digital I/Os and current/voltage for analog signals etc.
are set on the modules themselves using DIP switches. Further parameters for optional interfaces or
functions are set using a PC and parameterization program if necessary.

3.1 Modular structure of a MFW station

123456789 +- Each MFW station consists of a basic module and optional
88880 00C extension modules. An I/O module or a protocol interface
s Ces can be integrated in the basic module. Additional I/Os can

be implemented using a maximum of 15 external extension
modules, each of which contains an I1/O module. The
expansion modules are connected to the basic module via
a station-internal system bus (based on CAN bus).

eoe eee SDE 4AE

Fig. 3-1: MFW station consisting of a basic module and 2 extension modules

3.1.1 Basic modules

Basic modules contain the following function groups, display and setting elements:

+ -

Internal powerline modem

USB-B socket (service and diagnostic interface)

I/0 module with galvanic inputs or outputs (optional)

Protocol interface (parameterizable RS232 or RS485) (optional)
RJ11 socket (system bus based on CAN bus) for connecting
optional expansion modules

RJ45 socket (Ethernet connection)

Displays and relay contact for monitoring the device status

DIP switch for configuring the basic settings

(station address, module number, etc.)

123456789
(X XX XN X 2

&5

o0e [ X X J
_-- [N Figure 3-2: Basic module




Functional description

3.1.2 Extension modules

The extension modules for extending the I/O range are connected to the basic module via the station's
internal system bus (CAN bus socket on the underside of the modules). A 20 cm long system bus
cable is included with the extension modules. Longer system bus cables are available on request. The
extension modules each contain an 1/0O module consisting of binary inputs, relay outputs, transistor
outputs, analog inputs or analog outputs.

The following extension modules are currently available:

| . | .
8 DE = 8 DI (digital inputs:
12V, 24V, 60V, 110V or 220V AC/DC)

8 DA=8DO

o 8 DAR (relay outputs)

o 8 DAL (transistor outputs 24 V)
4 AE = 4 Al (analog inputs 0 ... 10 V and 0 ... 20 mA switchable)
4 AA = 4 AO (analog outputs 0 ... 10 Vand 0 ... 20 mA

8DE 8DA 4AE 4AA switchable)

e Object protection module

Fig. 3-3: Extension modules

The function of the extension modules is explained in detail in the separate
"MFW-EM-BA-DE" operating instructions.




3.2 Process data, module assignment and data exchange

The process data present at galvanic inputs and outputs is transmitted as measured and set values,
alarms, commands, pulses and counter values. All the inputs and outputs of a module are referred to
as /O modules. Module numbers are assigned to these I/O modules using DIP switches (see
Configuration section). Data is automatically routed in the MFW system based on these module
numbers. Data is exchanged between modules with the same module number. The station in which
the module is located - defined by the station address of the basic module - is irrelevant here. Output
module numbers can be assigned multiple times. However, input module numbers can only occur
once in an MFW system.

Master
— N [32]
= z =
= = =

™ <

z z
= =

M-Nr. 1
N M-Nr. 4

Substation 1 Substation

Fig. 3-4: Example of a module assignment

In the example above, the modules are ranked as follows:

The transmission of the values of the module with module number 4 shown in this
example always takes place via the master unit, not directly between the two
substations, even if there is no corresponding output module in the master unit. The
master always knows the module structure of the substations and forwards the
values automatically.




If a basic module with a protocol interface is used, the data points of the protocol interface are
converted into virtual MFW modules (see section memory model and data formats). Depending on the
number of virtual modules required, expansion modules with galvanic I/Os can also be connected. The
maximum number of all modules (real I/O modules and virtual modules) is 16. Further details can be
found in the separate interface description.

3.3 Transmission on current-carrying lines

The MFW powerline telecontrol system uses a very secure carrier frequency method (Hamming
distance > 6) for signal transmission and is therefore also suitable for use in harsh, interference-
contaminated industrial environments. The MFW is suitable for bridging distances of several
kilometers.

In accordance with DIN 50065-1:1999, the frequency range of 95-125 kHz and 140-148.5 kHz is
approved for general signal transmission with an undefined protocol on electrical low-voltage networks
(powerline). The MFW Powerline telecontrol system operates with a carrier frequency of 109.4 kHz as
standard. Equipment in this class is suitable for general use and therefore does not require registration
or approval from authorized approval bodies.

The structure of the transmission network can be designed as a star, ring or branch system. In order
to achieve long data transmission distances, we recommend the use of carrier frequency barriers in all
cases. The potential separation between supply voltage, signal inputs, transmission line and signal
outputs prevents the carry-over of fault currents.

Consumers and power transformers represent an RF short circuit for the carrier frequency signal. In
order to achieve the longest possible ranges, the section of cable used for data transmission should
be isolated by carrier frequency traps. If there are other cable outlets between the marked barriers,
these must also be equipped with carrier frequency traps.

necessary. Our service team will be happy to advise you on the necessity of carrier

@ For shorter transmission distances, carrier frequency blocking may not be
frequency traps and mains filters in your specific application.

The bus terminals of the basic modules are designed for direct connection to the live cable up to 500
V AC/DC. If lines with voltages up to 1000 V are to be transmitted, additional coupling transformers
must be used. By using coupling transformers, the transmission medium can also be changed (e.g.
from a power line to a potential-free cable and back). Only coupling transformers are also required to
switch between power lines of different voltage levels.

> In some cases, other electrical devices (e.g. frequency converters) can cause interference in
data transmission. If the mains cable intended for transmission is heavily contaminated with
interference voltage or high-frequency harmonics are present, suitable mains filters must also
be used. In this context, please note that various types of interference can only occur
intermittently and therefore cannot be detected immediately during one-off measurements.




Drehstromleitung / 3-phase power line

. Last / load
Transformator / Network filter 3 x500V 50/60Hz Network filter
transformer
L3 12
148
L2 Y M
___________ L4 fmeemeeman 3
L1 v L L' fL L ~
— - i — -
UTFS. UTFS.
Tragerfrequenzsperre Trégerfrequenzsperre
carrier frequency barrier T . T e . carrier frequency barrier
. ;o e
: H coupler ' H coupler
! Zweidrahtmodul | ' Zweidrahtmodul
' 2-wire module . ' 2-wire module .
Netzgerat / power supply Gleichstromleitung / DC power line Last / load
- 33 -
.............. W P
~ = [0 K UL L ——
— *—— & |
. UTFS UTFS...
Tragerfrequenzsperre Tragerfrequenzsperre
carrier frequency barrier carrier frequency barrier

MFW

HF-
coupler

Zweidrahtmodul
2-wire module

MFW

HF-
coupler

Zweidrahtmodul
2-wire module '

Figure 3.5 Application of data transmission on three-phase and direct current lines

3.4 Transmission on cable screens

Data transmission via the cable shield of medium-voltage systems takes place between the cable
shield and earth. This naturally requires an unearthed cable shield. If necessary, older cables should
be checked for this. The Powerline modules are connected to the shield using special coupling
transformers. The connecting cables of the transformer must be inserted into the earth connection of
the cable shield so that the purely passive transformer can fully discharge both fault and short-circuit
currents to earth and also couple the carrier frequency into the cable shield with very little loss. The
following figure shows the basic structure of a cable shield transmission line.

Figure 3.6 Application of data transmission on cable shields
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3.5 Encryption of the data connection

Data transmission between the individual MFW stations can optionally be encrypted using the AES-
128 method. This method works with pre-shared keys. Separate keys can be defined between the
master unit and the individual substations. You can use your own keys or keys generated in the
parameterization program and transfer and save them to the devices during parameterization. For
security reasons, it is not possible to read out the keys from the devices. The storage and
management of the keys on the parameterization PC is secured via user management and passwords
in the parameterization program.

3.6 Inputs and outputs

3.6.1 Digital inputs

Digital inputs are realized by basic or extension modules. Each module has 8 inputs, which are
switched to one of the following 4 input types using DIP switches or parameterization via PC:

Static binary input

The current status of the input is recorded for each transmission. In order to reliably transmit a status
change, the status must be present for longer than the cycle time.

Binary input stored statically (only for substation base modules with 8DE)

A change to a digital input of the basic module of a substation is recorded and stored in the substation
until the master registers and confirms the change. Only after this confirmation can a new status be
recorded at the digital input. All status changes that occur in the meantime are not registered.

Pulse input

For the transmission of short pulses, inputs E1 ... E4 can be configured for secure pulse transmission
using a DIP switch. Pulses or counter values are totalized in the input module until the next polling of
the station and transmitted as a counter reading. Please note that the assigned outputs must also be
configured as pulse outputs.

Operating hours counter

Inputs E1 and E2 of the "EM-G8DEX-..." digital expansion modules can be used as operating hours
counters. To do this, the inputs must be configured for counter value processing and operating hours
counter at the same time. Operating hours counters are treated like all other counter values in the
MFW. The value of the operating hours counters can be configured (— Operating instructions for the
extension modules).

Operating hours counters can only be configured on the "EM-G8DEX-..." extension
module from software version 01404001.021.000, but not on basic modules.




3.6.2 Digital outputs

Basic and extension modules can have 8 relay outputs. Extension modules are also available with 8
transistor outputs. The outputs Al ... A4 can be configured as static binary outputs or pulse outputs
using DIP switches. The outputs A5 ... A8 can be used as static binary outputs.

The output frequency (pulse width/pause) can be adapted to the input of the processing system on
expansion modules via configuration and on basic modules via parameterization (= chapter
"Parameterization via PC").

It must be ensured that the pulse frequency at the input module is not permanently
higher than the output frequency of the output module.

If the pulse frequency is high, it is advisable to use extension modules with transistor
outputs (EM-G8DAL-0-BB-0) for the output for reasons of service life.

The behavior of the digital outputs of a station in the event of a transmission interruption can be
defined via parameterization. There are two alternatives. In the event of a transmission interruption

1. the values of the binary outputs are retained. (factory setting)
2. the outputs are set to "0". (output relays drop out)

3.6.3 Analog inputs and outputs

The analog modules are

available as input or output modules (EM-G4AE0-0-BX-0 and

EM-G4AA0-0-BX-0). They have 4 analog inputs or outputs that can process either current values
(0 ... 20 mA) or voltage values (0 ... 10 V).

3.7 Storage model and data formats
5 words (16 bits) are reserved internally in MFW for each 1/O module. The assignment of these words

is defined for standard 1/0 modules - depending on the module type - according to the table below. For
virtual modules, the assignment of values may deviate from this model.

Data word | analog module digital module
1 1. analog value States of the contact inputs
2 2. analog value 1. counter value, if available
3 3. analog value 2. counter value, if available
4 4. analog value 3. counter value, if available
5 not used 4. counter value, if available

Table 3-1: Assignment of the 5 data words of an MFW 1/O module




The process data and system statuses are displayed in the following formats depending on the data
type:

Value Representation Value range

Binary values The 8 digital inputs or outputs of a module are 0/1
represented in the low byte of a 16-bit word.
Bit0-E1/Al

Bitl-E2/A2

Bit2- E3/A3

Bit3-E4 /A4

Bit4 - E5/A5

Bit5-E6/ A6

Bit6 - E7 /A7

Bit 7 - E8 / A8

Bit 8 - 15 not assigned

Count values The counting pulses totalized by the digital inputs are 0...65535
stored as 16-bit counter readings. The counter
changeover can be parameterized on the master module
in the range from 1 to 65535. When this value is
reached, the counter is immediately set to 0.

By default, the
counter envelope is
set to 32768.

Analog values The 1/0 modules of the MFW can process both 0...10V |0 ... 10 000
and 0...20 mA values. However, the internal
representation is always in the 16-bit word as a
standardized value (0 ... 10 000 mV). One digit therefore
corresponds to 1 mV or 2u A.

Table 3-2: Assignment of data words for standard I/O modules

The following table shows some typical analog values:

Voltage value Current value | decimal hexadecimal Binary representation
representation | representation

1mVv 2 Au 1 0x0001 0000.0000 0000.0001

50 mV 100 Ap 50 0x0032 0000.0000 0011.0010

1V 2 mA 1000 0x03ES8 0000.0011 1110.1000

5V 10 mA 5000 0x1388 0001.0011 1000.1000

10V 20 mA 10000 0x2710 0010.0111 0001.0000

Table 3-3: Representation of typical analog values within the MFW system




3.8 Interfaces of the basic modules
Depending on the type, the basic modules can have the following interfaces:

USB socket Parameterization and diagnostic interface
RJ11 socket System bus (based on CAN bus)

Sub-D socket Serial protocol interface (optional)

RJ45 socket Ethernet

The USB interface is located at the front, the system bus and Ethernet at the bottom of the devices.
The optional Sub-D socket is located on the top of the modules.

3.8.1 USB interface

The USB interface serves two purposes:

Parameterization - Parameterization of special parameters via PC program

Diagnostics- Simple diagnostics and fault localization of the telecontrol system under
Use of a terminal program (e.g. Hyperterminal in Windows or
MFW-Commander)

To use the USB interface as a service or diagnostic interface, the terminal program used must be set
to the following values:

e 115200baud

e 8hit

e 1 start bit
e 1 stop bit
e No parity

e No flow control

3.8.2 Internal system bus (based on CAN bus)

This interface is used to connect the extension modules via a system bus cable (standard length 20
cm). The system bus cable is included with the extension modules. Longer system bus cables can be
supplied on request. The extension modules communicate with the basic module via this cable. It is
also used to supply power to the extension modules. If several extension modules are connected, the
bus is looped from extension module to extension module.

> This interface is not suitable for connecting CAN bus modules from other
manufacturers.

3.8.3 Ethernet connection

This interface can be used as a parameterization and diagnostic interface as an alternative to the USB
interface. Please note the interface settings in the corresponding sections.

The Ethernet interface on the MF-PLM15-7PMIP-DIA-B-BX-0 and UF-PLM15-7PMIP-DIA-B-BX-0
basic modules is used to use the Modbus TCP protocol




On delivery, the basic modules do not have an IP address, the Telnet port is

> deactivated and the Modbus TCP interface, if present, is also deactivated. If these
properties are to be used, they must first be specified or enabled in the
parameterization via the USB interface.

3.8.4 Serial protocol interface (optional)

The MF-PLM15-7PMIP-DIA-B-BX-0 and UF-PLM15-7PMIP-DIA-B-BX-0 basic modules have a serial
protocol interface on the top of the modules. This can be used as an RS 232 or RS 485 interface
(parameterizable). The Modbus RTU protocol is currently supported.

With these two modules, the Modbus TCP protocol can still be used on the Ethernet interface.

Pin 5 = GND
Pin 3 = RXD
/ Pin 2 =TXD

[O ( z.,",ff;’) O] The control lines CTS and RTS are not used for
<

control, but are set to the correct level for data

Pin7=CTS
SUBD \
Pin 8 = RTS exchange.

Buchse

Fig. 3-7: Assignment of the RS 232 protocol interface

Pin 5= GND ) .
/ Pin 3 = B wire The interface does not provide a 24 V

output voltage for supplying an
0 (5°%° o’ =

operating or maintenance device.
SUBD S ————— Pin6=+5V
Buchse Pin 8 = A wire

Fig. 3-8: Assignment of the RS 485 protocol interface

Further information on the Modbus protocol can be found in the separate interface
description.




3.9 Connections, indicator lights and DIP switches

10)e000000 .13. ‘0

815

C=s Ce=s

ol Eh

W LOL O

Fig. 3-9: Front and underside of basic module with galvanic I/Os or serial interface

(1]
(2]
(3]
(4]
(5]
(6]
[7]
(8]
9]

(10]
(11]

Terminal X2 (galvanic 1/0Os and operating voltage)

Terminal X3 (fault signal relay)

Terminal X7 (Powerline bus)

Socket X8 (for DCF77 active antenna)

Socket X6 (Sub-D) not used in this version

Socket X4 (RJ45) LAN interface

Socket X5 (RJ11) system bus (based on CAN bus) (for connecting expansion modules)
Socket X96 (Sub-D) serial protocol interface

Socket X1 (USB interface)

Indicator lights "Outputs or inputs” (red) - light up when a signal is present.
"Operating status" indicator light (green)

Permanent light - No error

Off - No supply voltage or module defective

Flashing - Error ( &  section "Diagnostic functions")

Fast flashing - (flickering) Transferring or saving a new parameterization

parameterization




[12] Status LEDs (yellow)
L/A - off, no connection in the network
- flashing, activity on the network connection (CRS active)
SPD - off, no network connection or network 10 Base-T
- on, network  connection 100 Base-T
RUN - Data traffic on the Powerline bus (sending telegrams)
BUS - Data traffic on the Powerline bus (receiving telegrams)

CAN  -"External module" LED - flashes when an extension module is connected.
DCF - LED "DCF77 module"
Flashing every second - DCF77 reception
Irregular flashing - poor DCF77 reception
Off - No DCF77 reception or no DCF77 receiver
connected

[13] LED (RX/TX) for the serial interface - flashes when data is being sent or received on the serial
protocol interface.

[A & B] DIP switches for configuration (= chapter Configuration)




3.10 Diagnostic functions

Various diagnostic information is available for monitoring and assessing the system functions. This
includes, for example, the display of individual station faults via LEDs and relay contacts or further
information via the diagnostic interface.

3.10.1 "Operating status" indicator light and fault signal relay

The green "Operating status" indicator light provides information about the current status of the station
or system:

e Permanent light = no error

e Flashing with flashing sequence = error (= section "Error codes")

o Off = no power supply

e Fast flashing (flickering) = transfer or saving of a new parameterization

A flashing sequence consists of:

e Number of long flashes—> 1st digit of the error code
e Number of short flashes—> 2nd digit of the error code
e Break

Example: long, short, short, short, pause = error code 13

If several errors occur at the same time, the one with the highest priority is always
displayed.

In addition to the "Operating status” indicator light, a relay with changeover contact signals the status
of the station. (The status of the entire system is signaled on the master module).

Contact 14 / 15 closed - power failure or error (= section "Error codes")
Contact 15/ 16 closed - no error

3.10.2 Error codes

The hexadecimal error numbers listed in the following table correspond to the flashing sequences of
the "Operating status" indicator light. If the error code is read out via the protocol interface, it may be
evaluated in decimal form depending on the higher-level system.

Example:

Error 12 - System bus error (CAN bus)
Flashing sequence of the indicator light - long, short, short, pause
Display on the protocol interface

hexadecimal - Ox12

binary - 0001.0010

decimal -18




The following table lists the error codes for all basic modules. However, some errors can only occur on
certain basic modules.

Error number

: Error Remark
hex decimal
System bus error (CAN Communication between the basic module and at least one
12 18 . . ' ) :
bus) extension module is faulty or an extension module is defective.
13 19 Error at substation An error has occurred in a substation. (This error is only signaled
on the master)
Substation / master not | Substation: Master could not be reached.
15 21 reachable Master: The master had no contact with the substation within a
time that can be parameterized separately for each substation.
Parameter loss, possibly due to prolonged power failure or
51 81 Parameter reset software update. If this error occurs again, the parameters could
be reconstructed from the EEPROM status.
52 82 Parameter error The parameters could not be reconstructed from the EEPROM
Load EEPROM status. The factory parameterization was adopted.
61 97 Error There are communication problems on the protocol interface.
Serial interface
Ethernet connection There is no connection to the network. Check the cable
64 100 : .
disrupted connection!
68 104 Error NTP No connection to the NTP server
RAM error Hardware error in RAM,
94 148 . . :
Send in device for service
95 149 FLASH error code Hardware error in the FLASH memory,

Send in device for service

Table 3-4: Error codes




3.10.3 Station error as binary alarm

In certain applications, it makes sense to assign each substation its own binary output for signaling the
operating status. Module numbers 254 - 251 are reserved for this by default. Errors are assigned to
the outputs as shown in the following table. Set outputs signal a faulty station. The specified output
modules can be inserted anywhere in the telecontrol system. Multiple insertion of the modules is also

possible.

[T = c (RS = c

sa| 3 -5 S8 | 32 =5

o 5 =] = @© o 5 > =

= c (@) w o = c (@) W o
Al [Master Al [Substation 16
A2 [Substation 1 A2 [Substation 17
A3 |Substation 2 A3 [Substation 18
A4 |Substation 3 A4 [Substation 19

254 252 -
A5 |Substation 4 A5 |Substation 20
A6 [Substation 5 A6 [Substation 21
A7 [Substation 6 A7 [Substation 22
A8 [Substation 7 A8 |Substation 23
Al |Substation 8 Al |Substation 24
A2 [Substation 9 A2 [Substation 25
A3 [Substation 10 A3 [Substation 26
A4 |Substation 11 A4 |Substation 27

253 251 -
A5 |Substation 12 A5 |Substation 28
A6 [Substation 13 A6 [Substation 29
A7 |Substation 14 A7 [Substation 30
A8 [Substation 15 A8 |Substation 31

Table 3-5: Assignment of the ward error alarms to the outputs

@ The module numbers for the error alarms can be changed via parameterization.

3.10.4 Diagnostics via USB interface

Additional information about the system status can be obtained via the USB interface using a terminal
program (e.g. MFW-Commander or Hyperterminal). The interface parameters of the terminal program
must be set as follows:

115200baud

8 bit

1 start bit

1 stop bit

No parity

No flow control




3.10.5 Diagnostics via Ethernet

If the IP address is known, diagnostic commands can also be issued and diagnostic data queried via

the network connection and the programs mentioned above (e.g. MFW-Commander or
Hyperterminal).

On delivery, the basic modules do not have an IP address and the Telnet port is
> deactivated. Both must first be specified or enabled in the parameterization via the
USB interface.

The access data must be entered in accordance with the device parameterization (= section
"Parameterization/LAN parameters/Telnet port activation").

> Please note the network settings on your PC and the configuration of your network.




3.10.6 Diagnostic commands

This section lists the commands that can be used to query the diagnostic information. Command
letters are case insensitive. The commands must be terminated with <ENTER>.

Command
/Syntax

Function

f<no.>

f - Output of the currently pending errors (error codes)
f<no.> - Output of the error text associated with the error number <no.>
Example:

f<ENTER>-2"Error: 12,13"

f12<ENTER> -2 "Error: System bus (CAN bus)"

f13<ENTER> -2 "Error: (1) Error at substation" ; Error at substation 1

hl
hl<n>

Output of the entire history or the <n> most recent entries.
Example:

hi5 2 Output of the last 5 entries in the history

hl = Edition of the entire history

hl0 = Stops the output of the history

Output of the station address or number of connected substations and the module
number of the basic module

Example master: Number of substations =1 Module number O

Example substation: Substations = 1 Module humber =0

Can only be used on master modules

Output of the configuration list of the entire system

Example:

I<station address>,<module humber>,<module type>,<4-digit serial number>

Output of the list of the station's modules. One line is used for each possible module.
Example:

<LNo.> <status>,<serial number>,<MNR>,<MType><error>

<LNo.> 0...15 (position of the module in the configuration list)

<status> 0 = free, 1 = occupied

<Serial number> 4-digit serial number of the module

<MNR> set module number

<MType> Type of module DE, DA, AE, AA

<Error> "Error" or "OK"

<mnr>

Output of the 5 data words of a module as a decimal value

<mnr> - Module number O ... 254
Example:

0, 254, 5, 0, 0, 0 ;module number 0, 1st value = 254, 2nd value =5, 3rd-5th value
=0

Outputs the DIP switch positions of the basic module as a 0/1 sequence
1=0N, 0=0FF

Example:
Switch= <10000000>,<10000000>
< SA1 - SA8>< SA9,SB1 - SB7> Switches in the underside of the module, the
The positions of switches SB8 and SB9 are not output.

t52

Output of the hardware serial number of the module
Example: 0.0.0.112.66.16

t52,h

Output of the MAC address of the module
Example: 00-00-00-70-42-10

t53

Output of the software version
Example: 01b16000.000.000

u<n>

Can only be used on master modules
If there is a substation error, this can be queried.
<n> is the number of the substation 1...31
The function outputs the error code of the current error of the substation. Only the
error with the highest value is output.
Example: ul 2 Output of the error of substation 1
12 = CAN bus error

Table 3-6a: Diagnostic commands




Command Function
/Syntax

v<n> Can only be used with master modules

Display of the connection quality

<n> is the number of the substation 0...30 (address -1)

The ratio of response to query telegram of this substation is output as per thousand
(0...999).

Table 3-6b: Diagnostic commands

Data word Analog module Digital module
1 1. analog value | Binary value as decimal value
2 2. analog value | 1. counter value, if available
3 3. analog value | 2. counter value, if available
4 4. analog value | 3. counter value, if available
5 not used 4. counter value, if available

Table 3-7: Internal representation of the 1/O states of the /O modules in 5 data words each.

Example 1:

On the digital input module with module number 0, the first input is switched as a pulse input. The 5
data words are output as follows:

0,6,5,0,0,0

Module number 0
1. Binary value decimal = 6 2 "00000110" E1 = 0 (counting input)

E2=1
E3=1
E4..E8=0

2. Sofar, 5 counts have been registered at entrance E1.
Example 2:

On the analog output module with module number 1, the first input is switched as a current output and
the second, third and fourth outputs as voltage outputs. Analog values are stored in the range from 0
... 10 000 standardized. The 5 data words are output as follows:

1, 1000, 5000, 1,10000, 0 Module number 1
1. Analogvalue =1000 22mA
2. Analogvalue =5000 =25V
3. Analogvalue =1 21mV
4. Analog value =10000 =10V

Analogue input modules can

standardize the values to O ... 10,000 (MFW standard) or

0 ... 32,767 (IEC standard). Which standardization is used can be selected on the
input module using a DIP switch. The above examples only apply to the MFW




3.11 Terminal assignments
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Fig. 3-11: Terminal assignment of basic module with 8 relay outputs




Functional description
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Fig. 3-12: Terminal assignment of basic module with serial protocol interface




Functional description

3.12 Dimensional drawings
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Fig. 3-13: Basic module with 8 digital inputs or outputs
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Fig. 3-14: Basic module with protocol interface

Dimensions in mm




3.13 Technical data

General data
Mounting
Housing / protection class
Connection terminals
Conductor cross-section rigid or flexible
without ferrules
with ferrules
Operating and ambient temperature
Air humidity

Operating voltage
Nominal operating voltage Us
Operating voltage range

System bus
Connection
Operating range

Parameterization and diagnostic interface

USB

Protocol interface
Protocol

Ethernet

Serial

Powerline modem
Level class / type
Transmit voltage
Receive sensitivity

Insulation voltage between
Powerline and supply voltage
as well as Powerline and 1/Os

Basic modules with 8 DE
Power consumption (basic module only)
Signal voltage Us

Rated voltage

Maximum voltage

Minimum voltage for high state

Maximum voltage for low state
Input resistance
Maximum counting frequency
Minimum pulse width
galvanic isolation between
Signal and supply voltage

on C-rail TS35 according to EN60715
ABS /IP 40
pluggable

0,2..25mm?2

0,25 ... 2.5 mm?

-20°C ... +60 °C

maximum 95 % non-condensing

24V DC
20...32V DC

RJ11 based on CAN bus
maximum 10 m

USB-B socket

Modbus RTU/TCP
RJ45 10/100 Base-T
RS232 or RS485 (parameterizable)

122 (registration-free) / type 2
2.8 Vpp at 5 Q (regulated)
Standard approx. 3 mVpp
(higher values can be set)

4 KV eff

approx. 2.5W

24V AC/DC

48V

145V DC/19.0VAC
95VvDC/6.5VAC
approx. 10 kQ

10Hz *?

50 ms *1

4 KV eff




Basic modules with 8 relay outputs

Power consumption (basic module only)

Contact load capacity of the relay outputs*2
minimum

maximum

Total current 230 V AC
Counting frequency
Pulse width / pause
Galvanic isolation between
Output and supply voltage

Basic modules with protocol interface
Power consumption (basic module only)

EMC compatibility according to
EN 61000-6-2

EN 61000-6-4 + Al

EN 61000-4-2

EN 61000-4-3 + A1 + A2

EN 61000-4-4

EN 61000-4-5 + Al

EN 61000-4-6

EN 61000-4-29

1*We do not recommend

maximum 3.5 W

1.2V/1mA

(suitable for controlling LEDS)

250 V AC /400 mA

250 V AC/ 2 A (purely resistive load)
30VDC/2A

110vDC/0.2A

220V DC/0.1A

maximum 8 A (purely resistive load)
12 Hz

40 ms

4 kV eff

maximum 2.5 W

operating pulse inputs with AC voltage, but only with DC voltage.
2*\We will be happy to provide you with more detailed specifications on request.

Unless otherwise stated, the specifications for AC voltage refer to a sinusoidal AC voltage with a

frequency of 50/60 Hz.

D
VAN

Please note!

The devices are developed and manufactured for use in the industrial sector in
accordance with the EMC standard.

Incorrect use (e.g. deviations in temperature, supply or signal voltage from the
specified values) can lead to damage to the devices.

For specification of the extension modules, see separate operating instructions.

Subject to technical changes




4 |Installation and in stallation

Warning!
The devices may only be installed by qualified specialists (electricians) with the
operating voltage switched off.

1. Unpack all modules of the transmission system and check for transport damage. Report any
transport damage to the responsible transport company immediately. Please check that the
delivery is complete using the delivery bill.

modules as well as other accessories. The extension modules are also

The delivery can consist of master module, substation and extension
@ supplied with the system bus cables for connection to the basic modules.

2. Select installation locations for the individual stations.
3. Configuring the modules—> Chapter "Configuration via DIP switch".
4. Snap the basic module and any necessary extension modules onto the mounting rail.

5. If extension modules are used, connect them to the base module via the RJ11 socket on the
underside of the modules using the system bus cable supplied. If several extension modules
are used, loop the bus connection.

Only use the

right-hand socket (RJ11) to connect
the expansion modules (see
illustration). If required, connect the
Ethernet cable to the left-hand socket
(RJ45).

6. Connect the input and output cables according to the
terminal assignment.

@ The length of the input and output cables should not exceed 3 m.

7. Connect the Powerline bus to the X7 bus terminal.

8. If necessary, connect the optionally available DCF77 active antenna to the DCF77 socket [5].
Assembly and installation are carried out in accordance with the corresponding instructions.

9. Connect the power supply.

@ The maximum length of the supply lines should be 10 m.




10. Switch on the power supply.

11. If necessary, parameterize the telecontrol system (= corresponding chapter
"Parameterization via PC").

12. Green "Operating status" indicator light [11] lights up

continuously o

Continuously = the station is ready for operation. If the
indicator light flashes, there is an error (= section "Error ) 0000
codes").




5 Configuration

5.1 General principles Configuration via DIP switch

Data exchange within the telecontrol system is based on module numbers. A module number is
assigned to each basic or extension module with an I/O module. The data is exchanged between
modules with the same module number. The location of the module within the system (station
address) is completely irrelevant. For example, the input module with the number 5 transmits its data

to all output modules with the module number 5. There can be several output modules with one
module number. However, an input module number may only be used once in the system.

Fig. 5-1: Underside of the base modules

The most important settings can be made using DIP
switches. These are, for example, station address (0
- 31), module number (0 ... 254), switching between
binary and pulse input for digital I/0 as well as
current and voltage for analog signals, etc. The DIP
switches A and B are located on the underside of the
basic modules.

The module numbers 251 ... 254 are
reserved for the output of station errors

in the factory setting.

5.2 Master module

The station address is set to 0. The following settings must also be made:

Meaning Values DIP switch
Module number of the 1/O 0 - 250 (binary coded) AL- A8
module ™!
Not used ON A9
Number of substations 1 - 31 (binary coded) Bl -B5
Number of pulse inputs or pulse |0, 1,2 or4 :
outputs ™ P P P (All other inputs or outputs are B6 | B7 Pulse input or
treated as static 1/0 by the output
MFW). OFF | OFF | none
ON |OFF |l/01
OFF |[ON [I/01 and 1/02
ON |ON |E/Al-E/A4
Not used ON B5, B/
Powerline reception level ON - Standard B8
OFF -20 dB
Powerline transmission level ON - High B9
OFF - Standard

Table 5-1: DIP switches of the master module

*1 Only for modules with inputs or outputs

@ The number of connected substations and the module number are set in binary code.




Example:

Meaning Al A2 A3 A4 A5 A6 A7 A8
20=1 |21=2 |22=4 |23=8 [24=16 |2°=32 |2°=64 |27=128

Module number 2 OFF |ON OFF |OFF |OFF OFF OFF OFF

Module number 7 ON ON ON OFF | OFF OFF OFF OFF

Module number 254 | OFF ON ON ON ON ON ON ON

Table 5-2a: Example settings for module numbers

Bl B2 B3 B4 BS

IR 20=1 |21=2 |22=4|23=8| 2= 16
2 stations OFF |ON |OFF |OFF |OFF

7 stations ON |ON |ON |OFF |OFF
31 stations ON ON ON ON ON

Table 5-2a: Example settings for the number of substations

set, this is always output 1. The nhumber of pulse outputs must always match the number

@ The pulse inputs or outputs are always counted from output 1 - 4. If 1 pulse counter is
of pulse inputs on the assigned module of the remote station.

The pulse width of the outputs can be set on the basic module in the range from 40 ms
to 10 s in 40 ms steps. (See section "Parameterization").

5.3 Substation module with 8 DI or 8 DO

The substation module with 8 DE or 8 DA has 8 digital inputs or 8 relay outputs, of which the first 4
inputs or outputs can be switched as pulse inputs or pulse outputs using DIP switches.

On the UF-PLM5-G8DEX-DIA-0-BB-0 input module, each digital input that has been configured as a
static binary input can be parameterized for the operating mode "Binary input statically stored" (=
section "Digital inputs") (= section "Parameterization via PC"). In the factory setting, all 8 digital inputs
are parameterized as static binary inputs without storage.




The following settings must be made:

Meaning Values DIP switch
Module number of the 1/0 0 - 250 (binary coded) Al - A8
module
Not used A9
Station address 1-31 Bl -B5
Number of pulse inputs or pulse |0,1,2o0r4 :
outputs (All other inputs or outputs are B6 | B7 Pulse input or
) output
treated as static I/0O by the
MFW). OFF | OFF | none
ON |OFF |l/01
OFF |[ON |I/01 and I/02
ON |[ON |E/Al-E/A4
2-wire reception level ON - Standard B8
OFF -20 dB
2-wire transmission level ON - High B9
OFF - Standard
Table 5-2: DIP switches of the substation module with 8 DE or 8 DA
@ The station address and module number are set in binary code.
Example:
Meanin Al A2 A3 A4 A5 A6 A7 A8
9 20=1 |2'=2|2?2=4 |23=8 |24=16 |2°=32 |26=64 |27=128
Module number 2 OFF |ON OFF |OFF |OFF OFF OFF OFF
Module number 7 ON ON ON OFF |OFF OFF OFF OFF
Module number 254 |OFF | ON ON ON ON ON ON ON
Table 5-2a: Examples of DIP switch settings for the module number
Meanin Bl B2 B3 B4 B5
9 20=1 |2'=2 [22=4 |2°=8 |2°=16
2 Station / Station 2 OFF |ON OFF |OFF OFF
7 Station / Station 7 ON ON ON OFF OFF
32 Station / Station 32 ON ON ON ON ON

Table 5-2b: Examples of DIP switch settings for the ward address

Please refer to the separate MFW-EM-BA-UK operating instructions for the
configuration options of the extension modules.




6 Parameterization

The MFW parameterization program was developed to make the extensive setting options of the MFW
as simple and convenient as possible using a PC. It is suitable for parameterizing all MFW modules
that have parameterizable settings in addition to the DIP switch configuration. With the help of the
program, the parameters are set menu-guided and loaded into the respective basic module of the
station via the USB interface or network.

Factory parameterization can be carried out by the manufacturer in accordance with
the user specifications.

6.1 Parameterization program

6.1.1 Installing the parameterization program

Installation requirements

e PC with Pentium processor or higher / installation - and administration rights if necessary
At least 16 MB RAM

At least 30 MB free hard disk space

CD-ROM drive for installation

Free, serial interface for communication with the MFW modules;

alternatively USB or network interface (depending on hardware module)

e Windows 7, 8 and 10 operating system

Installing the software

Please insert the CD into your CD-ROM / DVD drive. If the installation does not start automatically,
please select the file "EES MFW Parametriersoftware Vx.x.x setup.exe" via a file browser (e.g.
Windows Explorer - call via the Windows key & E) or the taskbar (Start/Run/...) and follow the
instructions on the screen.

As an alternative to using the parameterization CD, you can also download the software from the
download area of the EES homepage www.ees-online.de.

6.1.2 Installing the USB driver

If the MFW device is not recognized at the USB interface, the required USB driver is probably not yet
installed on your PC. You can find the driver on the parameterization CD or in the download area of
the EES homepage www.ees-online.de. The name of the installation program is
CDM21228_Setup.exe.

FTDI COM Drivers Start the file and follow the prompts
; S—— during installation:

1. Extract the driver files.
2. Agree to the installation of the
drivers.
3. Read the license agreement
and confirm it.
4. Confirm that the driver
installation is complete.

\/ FTDICOM Driver Packs . Betrisbsberet

Feig stelen | | Abbrechen

Fig. 6-1: Driver installation dialogs
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6.1.3 Program interface

=15, standerd ~
=M master
Pl 1
7] uaion? > =
staion3
[7] stationd: g
[7] station 5
Sation 6 Stationsinformationen:
T ataion 7
S8 : Stationsname: station 1
Parameterdirektauswahl: Staton st Unferstation
stabion 1

Gerdtetyp: 2:Draht USL SWOUS
Typenbezeichnung: UF ZDM12GEDEX.DIADBE-0 SW005
Geratesoftware: 00b22002.005

& @ IT-Seculy
@ Sonderfunktionen

L]

7

Fig. 6-2: Interface of the parameterization program

The user interface of the parameterization program shows 4 elements:

[1] Menu bar

[2] Project window

[3] Parameter selection window

[4] Station information (basic information on the selected station)

6.1.4 Menu bar

C== EES MFW Parametriersoftware V 2.3.6 (.../EES MFW Parametriersoftware V2.3.6/standard.mpj)
Datei / file Info/ info
neues Projekt erstellen / create new project
Projekt laden / load project
Projekt speichern / save project

PrDjEk‘t speichern unter [/ save project as &E

Projekt Dokumentationsdatei erstellen / make project documentation

Pregramm beenden / end

i 2] station B

[7] station 7

; ; v

17 station 8 Stationsname: station 1
Parameterdirektauswahl: Statior ist: Lnberstation

Stationsinformationen:

Fig. 6-3: Open "File" menu

The following actions can be carried out using the "File" menu item:

Creating a new project

Loading an existing project

Saving a project

Saving a project under a new name
Exit program




6.1.5 Project window

The tree of an MFW project with all associated stations is displayed in the project window.

== EES MFW Parametriersoftware V 2.3.6 (.../EES MPW Parametriersoftware V2.3.6/standard.mpj)

Datei / file Info [ info

EE standard
=] master

[7] station

[7] station
[7] station
[7] station
[7] station
[7] station

IT-Security
- #  Sonderfunkbon

(0] B

Gerateversion auslesen / read module data

Gerateversion angeben / set module data

Parameterdatei laden / load parameterisation file
Parameterdatei speichern / save parameterisation file

Parameterdatei impertieren / import parameterisation file

Daten an Modul senden / upload to module

Daten von Modul lesen / downlead fram module

Name d@ndern / change name

Station I6schen / delete station

Menii verlassen / close menue

Fig. 6-4: Open context menu for station 1

Right-clicking on a station in the
project tree opens a context menu
with the functions listed below.




Menu item

Function

Read device version

This function is used to read the module type and software version
from the connected device and load the corresponding standard
parameter set.

Specify device version

If the module to be parameterized is not available, the module type and
software version can alternatively be assigned in the dialog box that
opens.
e.g. Station 0 (Master)

Module type MF-PLM15-G8DEX-DIA-B-BX-0
The selection must be completed with the "Accept data" button.

Save parameter file

Saving the parameters of a station independently of the project in an
external file.

Load parameter file

The parameters saved in a file are assigned to the selected station.
This function is used to exchange parameters between stations with
the same software version or to transfer parameters from another
project.

Import parameter file

The parameters saved in a file are assigned to the selected station.
The module types or software versions of the two associated modules
do not have to match. Only the parameters available in both modules
are adopted. The other parameters remain in the previous setting. This
function is used to exchange parameters between stations with
different software versions (e.g. software update) or to adopt partial
parameterizations (e.g. interface settings).

Send data to module

Write parameters of the module to the MFW

Read data from module

Read parameters from the MFW module

Change name

Change the name of the device or project (e.g. pump station 1)

Delete station

Remove a station from the project. Only the station and its parameter
set are removed. The memory location of the station is retained.

Exit menu

Close menu

Table 6-1: Menu items of the context menu




6.1.6 Parameter selection and parameter window

o

Datei / file Info /info
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Fig. 6-5: Program interface with activated parameter window

All parameters of the station activated in the project window are listed in the parameter selection
window below the project window. The list is arranged according to parameter groups (e.g. LAN
parameters and special functions). The individual parameters are listed by clicking on the plus sign in
front of the parameter group. If such a parameter is activated by clicking on it, the parameter window
is opened in the window above the station information.

It is possible to open several windows next to each other in order to better
parameterize linked parameters of different stations. To do this, simply drag the open
window out of the parameter window before activating a new parameter. However,
only one parameter window can be opened per station.

Soll eine verschliizzelte Datentibertragung stattfinden, schalten sie dies
bitte ein und tragen den Schiiissel identisch 2ur Masterstation ein;

Werschiusselung akliv,
ein -

Schiiiszel mit 32 Zeichen eintragen (0.9 &4 F)

Each parameter window contains a brief description of the
parameter, one or more adjustable values and 8 buttons,
the meaning of which is explained in the following table.

zuriicksetzen ‘ default ‘

weiter > <4 2uriick ‘

Parametieung beenden |

Fig. 6-6: Parameter window




Button Function

Enter data ... Storage of the modified data

reset Resets the modified but not yet saved value to the initial value.
default Restoring the default setting of the parameter

Help Call up an explanation of the parameter (currently not yet supported)
more >> Change to the next parameter

<< back Change to the previous parameter

see also ... Cross-reference to related parameters

End parameterization Closes this parameter window

Table 6-2: Functions of the parameter window

6.1.7 Projects

A project contains all the information of an MFW system. This includes the system structure and the
parameters of all stations.

6.1.7.1 Create new project or load from file

The parameters of all stations in an MFW system are saved in a project. The following steps are
required to create a new project:

€= EES MFW Parametriersoftware V¥ 2.3.6 (.../EES MFW Parametriersoftware V2.3.6/sta

Datei / file Info /info | I . f .

neues Projekt erstellen / create new project |nSta‘ a'tlons oT a new prOJeCt

Projekt laden / load project

Preietspochem/ e el e Select the menu item "File / Create new project"
Projekt speichern unter / save project as . Enter pro]ect name
e Select storage location

Projekt Dokumentationsdatei erstellen / make project documentation

Programm beenden / end

F
Loading an existing project

e Select the menu item "File / Load project”
e Specify project folder
e Select project (

file with the extension mpj)

If the program detects when loading a project that the data record of a station no
longer corresponds to the current program status (e.g. with an extended setting
range or newly activated functions), you will be asked whether the previous database
should continue to be used (recommended if all required functions could be used
without any problems) or whether the data record should be updated (import). If you
select the "Import" option, this may require subsequent settings - after importing,
please open the automatically created "Import info" project in a second instance of
the parameterization software and follow the instructions that appear.




6.1.7.2 Saving a project

The entire project can be saved in any folder using the "File" menu button under "Save project as".
Click on "Save project” to save the open project under the same name.

€= EES MFW Parametriersoftware V 2.3.6 (../EES MFW Parametriersoftware V2.3.6/stand
Datei / file  Info /info
neues Projekt erstellen / create new project

Projekt laden / load project

Projekt speichern / save project

Projekt speichern unter / save project as h
Projekt Dokumentationsdatei erstellen / make project documentation '
J

Programm beenden / end

] = [ ] station &

Fig. 6-8: Open "File" menu for saving a project

6.1.7.3 Saving individual stations of a project

Alternatively, the parameters of individual stations can be saved separately. An individual module file
can be saved in any directory by selecting the context menu (right-click on the desired station) and the
"Save parameter file" command.

€5 EES MW Parametriersoftware V 2.3.6 (.../EES MFW Parametriersoftware V2.3.6/standard.m
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Meni verlassen / close menue

Fig. 6-9: Open context menu of the stationl Saving the parameter file of the station independently of the project.




6.1.7.4 Project files

A project always consists of several files that are stored in a directory of your choice.

EIE‘ Musterprojekt
B[] Zentrale

----- [7] station 2
----- [7] station 4
----- [7] station &
----- [7] station &
----- [7] station 7

----- [7] station &

Fig. 6-10: Project tree

The project shown above with the name "Sample project" was
saved in the folder with the name "Sample project"
and contains the following files:

e Sampleproject.mpj

e Sampleproject.ini

e Central.xml (parameter file of the master)

e Pumpstation.xml (parameter file of substation 1)

e DEA.xml (parameter file of substation 2)

e Sample project Backup info at ........
(for each backup a text file with information about the software version
and the date and time of saving)

If you want to save this project or transfer it to another computer, you only need to copy the complete
project folder.




6.1.8 Stations

If a project has been opened or newly created, the individual stations can be edited.

6.1.8.1 Creating a new station

©== EES MFW Parametriersoftware V 2.3.6 (standard.mpj)
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Figure 11: Open context menu for station 1

Right-clicking on a station in the project tree opens a
context menu, the first two functions of which can be
used to assign a device to the station:

Read device version
Module type and software version from the
connected
from the connected device and load the
corresponding standard parameter set.

Specify device version
Alternatively, the module type and the
software version can be assigned.

If a module type has been assigned to a station, a colored "M" for master or "U" for
substation appears instead of the question mark in front of the station name. The
standard parameter set can now be edited, an existing parameter set can be read
from a module or a file can be loaded.

6.1.8.2 Adopting the parameter set

€= EES MFW Parametriersoftware V 2.3.6 (standard.mpj)
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Parameterdatei speichern / save parameterisation file

Parameterdatei importieren / import parameterisation file

Daten an Modul senden / upload to module

Daten von Modul lesen / download from module

Mame dndern / change name

Station laschen / delete station

Meni verlassen / close menue

Figure 12: Open context menu for station 3

Load parameter file

The station is assigned the parameters saved

software number.

U] Pumpstation
~[0] DEA -

Right-clicking on a station in the project tree opens a
context menu with two options for adopting a parameter

set. can be realized.

with the same software number are assigned to the station. This file can come from the same

project or
from another project.

in an xml file of another station with the same



Import parameter file

The parameters saved in an XML file are assigned to the station. The
module types or software versions of the two associated modules do not have to match.
match. Only the parameters that are common to both modules are
are adopted. All other parameters remain in the existing setting. This
function is used to exchange parameters between stations with different software
software version (e.g. when re-importing the parameters of a station after a software
after a software update) or to adopt partial parameterizations (e.g. interface settings).
transfer.

6.1.9 Changing the parameter set of a station

To change the parameters of a station, the saved project can be edited and the data then imported
into the corresponding station. Alternatively, the parameters can also be read directly from the relevant
station, edited and then imported again. Right-click on the relevant MFW module in the project tree
and select "Read data from module" from the menu. In the window that opens, you can choose
between the three transfer options:

o directly via the USB interface
e Remote parameterization via modem connection (not possible in the Powerline version)
e Parameterization via network connection

can be selected.

6.1.9.1 Reading out the parameters via the USB interface

This is the standard method for reading out the parameters of a station. The COM port assigned to the
respective USB interface on the PC is used for this purpose. Please set the correct COM port and the
baud rate 115200.

Schnittstelleneinzstelungen [COM-Port)

COM- Part: Baudrate:
[COM-Pot= 1 «| [115200Baud | Madul auslesen

Fig. 6-13: COM port setting for reading the parameters of a module

@ The COM port assigned to the USB interface can be found in the PC settings.




6.1.9.2 Reading out the parameters via a network connection

If the IP address of the basic module is known and the Telnet port is enabled, the parameters can be
read out remotely via a network connection (LAN or WAN).

Telnet is deactivated on delivery and must first be enabled for use in the

parameterization.
Jv TCP/IP Verbindung herstellen - STOP - | Ubertragung wiederholen ]
i~ TCP/IP Verbindungsdaten 1
[Remote Host: [55.55.55.55 | Datenladen... |
|Remate Port: |23 I Daten sichem... I
| User- 1D: lAnwender |
|Passwort: ]xxxxxxxxx | > START <

Fig. 6-14: Setting for reading the parameters of a module
via network connection

Please check the "Establish TCP/IP connection" box and enter the access data. These must
correspond to the parameterization saved on the device (= section "Parameterization/LAN
parameters/Telnet port activation").

for later transfers via the "Load texts" item. The last data used is already preset by

The settings for network access can be saved under "Save texts" and read in again
@ default.




6.1.9.3 Editing the parameter set of a station

If a station has been assigned a module type and a corresponding parameter set using one of the
above options, the parameters can be modified. By selecting the station with the left mouse button, all
parameters of the station appear in the parameter selection window. If one of these parameters is
selected by clicking with the left mouse button, the parameter window opens on the left-hand side. The
necessary settings can be made in this parameter window.
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Fig. 6-15: Program interface with activated parameter window for substation 1, "Encryption
" parameter

Please note the description of the parameters further down in this document for
sensible settings. Incorrect settings or the import of incorrect parameters or files can
cause malfunctions in the respective modules or in the entire MFW structure. EES
cannot accept any liability for this.

6.1.9.4 Writing a parameter set to the basic module

To transfer the data from the parameterization program to the MFW module, right-click on the
corresponding MFW module in the project tree and select "Send data to module" from the menu. In
the window that opens, you can choose between the three transfer options:

e directly via the USB interface
¢ Remote parameterization via modem connection (not possible in the Powerline version)
e Parameterization via network connection (only for modules with Ethernet connection and
enabled Telnet function in the parameter set stored on the device).
can be selected.

The procedure corresponds to the description for reading out the parameters in the sections above.

The parameter set is only fully saved in the MFW basic module when the green
"Operating status" indicator light no longer flashes rapidly (flickers).




6.2 Parameter descriptions

In the following sections, all media-specific parameters are explained according to the structure in the
parameter selection window. However, only the parameters required for the selected device type are
offered for setting in the parameterization program.

Parameters for special functions, e.g. interface parameters, are documented in the respective
separate descriptions. In these cases, we strongly recommend reading the corresponding
descriptions, e.g. of the respective protocol interface.

6.2.1 LAN parameters

All network parameters are summarized in this parameter group if the devices have a network
interface.

6.2.1.1 IP address

IP address on the local network:
The IP address of the module on the local network must be entered here, i.e. the IP address
with which the module itself is registered on the Ethernet connection (LAN) of a router. This
address is used for parameterization or diagnostics via Telnet or the MFW-Commander. For
reasons of IT security, the address 0.0.0.0 is entered on delivery, which deactivates the
connection.

@ The address entered here must be outside the DHCP range of the router.

6.2.1.2 Subnet mask for IP connection

A subnet or subnet is a physical segment of a network in which the IP addresses match in certain
parts. These sub-networks can be connected to each other via routers and then form a large
interconnected network.

In conjunction with the IP address of a device, the subnet mask determines which IP addresses this
device can reach in its own network without the help of a router and for which recipients it must send
the packets to a router (gateway) for forwarding to other networks.

6.2.1.3 Telnet port activation

If the IP address is known, parameterization and diagnostics can be carried out via a Telnet port in
addition to the USB interface. The Telnet port is deactivated in the factory setting.

In addition to activating the Telnet port, a port number must also be defined.

e The port number must be specified for remote access via Telnet.

e The port number is used for port-forwarding on any router in the system. The port forwarding
itself must be set on the router.

e The port must be enabled in the router's firewall

After commissioning, the Telnet port should be deactivated again for IT security
reasons.



https://de.wikipedia.org/wiki/Router

6.2.1.4 Telnet login = parameterization password

A user ID and password must be entered for parameterization via a network connection.

Parameters Value range
User ID 10 characters (special characters allowed)
password 10 characters (special characters allowed)

Table 6-3: Telnet login parameters

6.2.1.5 Telnet logout

Time after which the MFW automatically closes the connection if no activities (parameterization or
diagnostic commands) are detected. After closing the connection, it must be opened again if further
diagnostic actions are to be carried out.

Parameters Value range Factory setting
Hours and minutes

Time 0:0 - no time limit 5 minutes
4 : 15 maximum time limit

Table 6-4: Telnet logout parameters

6.2.1.6 Ping requester

The "ping command" is used to test whether an IP address can be reached. This sends a data packet
to an IP address and evaluates the response. The command for diagnosing a connection is very
useful, but carries the risk of spying on connected stations. To protect against such attacks, the
response to such "ping commands" can be prevented.

For IT security reasons, the response to the "ping command" is deactivated by default.

6.2.1.7 Gateway IP address

Modules that communicate with higher-level stations outside the local network via routers or other
communication channels do not send their telegrams directly to the higher-level station, but to the
router, which in this case acts as a gateway. The

IP address of the router must be entered as the gateway.

The parameter is only required in more complex networks (see Subnet mask parameter).

6.2.2 Modbus settings

A description of these parameters can be found in the separate descriptions of the Modbus interface
for substation or master modules.




6.2.3 ASCII protocol settings

This parameter can be used to modify the setting of the USB interface, which is used to transfer the
parameters and for diagnostics.

This interface is optimally set at the factory. To avoid malfunctions, please leave the
parameters of this group in the factory setting.

6.2.4 Time management

MFW basic modules have an internal real-time clock. This can be synchronized either via an external
DCF77 receiver, an IEC client or an NTP server. Alternatively, MFW substations can synchronize
themselves via their own MFW master. Which of these variants is selected depends on the device and
the respective application.

6.2.4.1 Time settings
Time source:

e DCF77
There is no time shift due to undefined transmission delays in the network. However, DCF77
receivers require at least 3 minutes after switching on to determine the exact time and an
external receiver is required, which is available as an accessory.

e NTP server
If a time server accessible in the network is to be used, the necessary settings must be made
in the "NTP server settings" parameter.

e |EC from the client
If the MFW module communicates via an IEC 60870-5-101/104 interface, the original time can
also be synchronized via this interface.

e Time transfer from the master
The transmission time of the data telegrams of a two-wire communication depends on various
factors, e.g. the degree of expansion of the system and the quality of the transmission cables,
and therefore cannot be determined exactly. The undefinable time shifts resulting from these
transmission delays can lead to time jumps in the internal clock.

The time zone and automatic summer/winter time changeover can also be set. For the latter, the "Start
and end of summer time" parameter must also be edited.




6.2.4.2 NTP server settings

If time synchronization is to take place via an NTP server, 2 alternative NTP server addresses, the
query interval and the port number of the NTP service must be set in this parameter.

6.2.4.3 Beginning and end of summer time

If the summer/winter time changeover is to be used, the data for this must be entered in this
parameter. This can be done automatically or set manually.

6.2.5 IT security

Data transmission between the individual MFW stations can optionally be encrypted using the AES-
128 method. This method works with pre-shared keys. Separate keys can be defined between the
master unit and the individual substations. It is possible to operate encrypted and unencrypted
connections in one system to enable the expansion of existing systems in which not all substations
have the encryption function. Only the master module must have the encryption function. For security
reasons, it is not possible to read back the keys from the devices.

6.2.5.1 Encryption on the master module

Verschlisselung Master => master @ . .
: — = — The keys for each substation consist of 32
it s Shotons i snvoracben e ool ol s pet characters, which can consist of the numbers 0 to 9
Zufalsgeneralor geneert werden). and the capital letters A to F. The keys can either
‘whchtig: Der Schliissel je Unterstation muss identizch zur Angabe im Master . . ..
parametiert werderd be defined individually or generated by the
Unterstation: Yerschllizselung aktiv: paramete”zat'on pI’OgI’am USII’]g a I’andom
1 =] [ = combination.

Schluizzel mit 32 Zeichen eintragen (0.9 & & F): Enter = setzen
|?BEB BE941ADFD 2B 40F0070DBES7 25F98

Once the 32 characters of an individual key have

1 Schiiizzel i d Alle Schliissel i d
N R O SN L =T been entered, they are transferred to the table

below by entering a final "ENTER". At the same

- ime, th tion for this station is activated

Unterstatior: [ Verschliisselung aktiv [ KEY [ASCI-HER]: - time, the encrypti '

1 1 TECEEEIATADFDZE40F007

. : When automatically generating keys, you can

4 0 choose between generating a key for the substation

5 1] . .

c b selected above or 31 keys for all substations with a

? 0 M| single click.

zuriicksetzen ‘ default ‘ ‘

weiter >> | << zurlick ‘ ‘

Parametrierung beenden ‘

Fig. 6-16: Telephone numbers parameter window

In a second step, the keys must be transferred to the parameterization of the substation.
Double-click on the key in the corresponding line to copy it to the clipboard. It can then
be transferred to the parameter window of the corresponding substation by right-clicking
with the mouse and selecting the "Paste" menu function.




6.2.5.2 Encryption on the substation module

Verschliisselung US => 8DE

B

Soll eine verschlusselte Dateniibertragung stattfinden, schalten sie dies
hitte ein und tragen den Schliizsel identizch zur M asterstation ein:

a
Schilizzel mit 32 Zeichen eintragen (0.3 & A._F]:

Werschluzselung aktiv:

-

7ECESE3A1ADFD 2B 40FO07ODBEETZEF 98

Daten eintragen...

2uricksetzen ‘ default ‘

weiter 33> ‘ << zuriick ‘

Farametrierung beenden

Fig. 6-17: Parameter window Telephone numbers

6.2.6 Special functions

6.2.6.1 Fault module assighment

After entering the key or copying it from the
clipboard by right-clicking with the mouse and
using the "Paste" menu function, the key must still
be activated in the selection field above it.

In certain applications, it makes sense to assign each substation its own binary output for signaling the
operating status. Module numbers 254 - 251 are reserved for this purpose as standard. Set outputs
signal a faulty station. For a more detailed description of station faults, please refer to the chapter
"Diagnostic functions", section "Station fault as binary alarm". This parameter can be used to change
the assignment of the module numbers of the error alarms. The list field can be used to assign a new
module number to each fault module or to prevent the output of faults.

List field

Selection option

Station error alarms

Master and substations 1 ... 7
Substations 8 ... 15
Substations 16 ... 23
Substations 24 ... 31

Are issued on module number

0 ... 254, no output

Table 6-5: Assignment of the error modules to individual module numbers

This setting is useful if the ward error alarms are to be deliberately suppressed.

@ In the "No output” setting, the station error alarms are deactivated.




Error module |Alarms from station Module number
1 Masterand 1 -7 254
2 8-15 253
3 16 - 23 252
4 24 - 31 251

Table 6-6: Factory setting of the assignment of the module numbers of the error modules

6.2.6.2 Operation of the digital inputs (binary input static / statically stored)

Each digital input of a "UF-PLM15-G8DEX-..." that has been configured as a static binary input (=
chapter Configuration) can be parameterized for the operating mode "Binary input statically stored" (=
section "Digital inputs" in the chapter Function description). In the factory setting, all digital inputs are
parameterized as static binary inputs without storage.

Betrieb der Digitaleingange => 8DE (=]

Bitte wahlen Sie pro Kanal zwischen statischem und statisch gespeichertem
Betrieb und setzen Sie gaf. die gewiinschte Refresh-Zeit fir gespeicherte
Meldungen:

Refresh-Zeit:
10 sec. -

Betriebsart Kanal 1-3:

|statisch ﬂ Kanal 1
|statisch j Kanal 2
|statisch j Kanal 3
|statisch j Kanal 4
|statisch j Kanal §
|statisch ﬂ Kanal &
|statisch ﬂ Kanal T
|statisch j Kanal &

‘ Refresh time

Time after which the saved status of the
input is sent again when queried by the master.
auriicksatzen ‘ default ‘ ‘ This continues until the master acknowledges

receipt of the status change.
weilter >> | << zurlick. ‘ ‘

Value range: 0...2560 s

Parametrierung beenden ‘

Fig. 6-18: Parameter window Operation of the digital inputs

As soon as one of the 8 digital inputs is parameterized to "statically stored binary input",
a virtual module "EM-G8DAR-..." with the same module number is automatically

> generated in the substation. This virtual module must be taken into account when
calculating the maximum number of extension modules that can be connected per
substation (15).




6.2.6.3 Intrinsically safe states of the outputs

This parameter can be used to define the behavior of all digital outputs of the station when
transmission is interrupted.

Initial states are retained
If transmission is interrupted, the values of the binary outputs are retained. (factory setting)

Outputs are switched off
In this setting, the outputs are set to "0" when transmission is interrupted, output relays drop out.

6.2.6.4 Pulse width counter value output

If the outputs Al ... A4 of a basic module "..-ZDM12-PLM15-DIA-B-BX-0" are configured as a pulse
output via DIP switches B6 and B7, the pulse width/pause can be adapted to the speed of the
processing system. Pulse width/pause can be set in 40 ms steps. The parameterized value applies
simultaneously to all outputs of the basic module that are set to pulse output via DIP switch. The pulse
width of any connected extension modules is configured on these via DIP switches (- separate
description of the extension modules).

When parameterizing the pulse width, it should be noted that more pulses must not be
permanently input than output. This would lead to a loss of pulses and could occur if the
input frequency is permanently greater than the output frequency.




7 Use and product life cycle
7.1 Maintenance

To ensure a long service life of the product, regular maintenance activities are required, which are
limited exclusively to cleaning and care activities for the devices used. These may also only be carried
out by trained specialist personnel. Improperly performed maintenance work can lead to partial or
complete failure of the product.

Warning!
Only carry out maintenance work when the appliance is de-energized!

7.2 Maintenance

In the event of partial or complete failure of the product, repair work may be required which, due to the
complexity of the device, may only be carried out by the manufacturer. Improperly carried out repair
work will invalidate any guarantee or warranty claims. Please contact our customer service
department.

Technical service:

Elektra Elektronik GmbH & Co Storcontroller KG
Hummelbuhl 7-7/1

71522 Backnang

Phone: + 49 (0) 7191/182-0

Fax: +49 (0) 7191/182-200

E-mail: info@ees-online.de

7.3 Decommissioning

In the event of temporary or permanent decommissioning of the product, proceed in accordance with
the instructions below. These may only be carried out by trained specialist personnel. Improperly
performed activities can lead to partial or complete failure of the product.

Warning!
Only carry out decommissioning work when the appliance is de-energized!

Decommissioning:
o De-energize the device
e Disconnect wiring
e Remove the device from the top-hat rail.

Proper storage until recommissioning or until dispatch to the manufacturer's customer service
department requires suitable premises in accordance with the storage conditions in the "Technical
data" section.

In the event of complete decommissioning, proceed in accordance with section 7.6 "Disposal".

In the event of recommissioning, proceed in accordance with point 4 "Assembly and installation".
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7.4 Packaging and transportation

If the product needs to be transported for repair purposes or relocation, appropriate packaging and
transport conditions must be ensured so that the device is not impaired in any way during
transportation.

Please observe country-specific regulations for the shipment of electronic

Packaging instructions:
@ Please use suitable shipping packaging (original packaging if possible).
products.

7.5 Spare parts

The partial or complete failure of the product can, if necessary, be prevented by appropriate repair
work using suitable spare parts, which may only be carried out by the manufacturer due to the
complexity of the device. Please contact our customer service department.

Technical service:

Elektra Elektronik GmbH & Co Storcontroller KG
Hummelbihl 7-7/1

71522 Backnang

Phone: + 49 (0) 7191/182-0

Fax: +49 (0) 7191/182-200

E-mail: info@ees-online.de

7.6 Disposal

The disposal of defective products or old appliances can have potentially negative effects on health
and the environment, which is why they must be disposed of in a harmless and environmentally
friendly manner in accordance with the regional legal disposal regulations. Alternatively, a return
delivery to the manufacturer should be considered.

Disposal instructions:

Returning the packaging to the material cycle reduces the amount of waste and
saves raw materials. Dispose of packaging materials that are no longer required
at the regional collection points for the dual recycling system. If possible, keep
the packaging during the warranty period so that you can pack the appliance
properly in the event of a warranty claim.

Disposal of the appliance itself falls under the scope of e-waste. If necessary,
contact your local waste disposal company for information on suitable disposal
methods. Do not dispose of electrical appliances with household waste, but use
the regional collection points. If electrical appliances are disposed of in an
uncontrolled manner, hazardous substances can enter the groundwater and thus
the food chain during decomposition or poison flora and fauna for years.



mailto:info@ees-online.de

8 List of amendments

Issue Amendment Date Name

e Revised for new device version
(see section Validity)

V001 02.07.2023 | R. Schoner

= Contact us

Elektra Elektronik GmbH & Co Stércontroller KG | Hummelbuhl 7-9 | 71522 Backnang | Germany
Phone: +49 (0) 7191/182-0 | Fax: +49 (0) 7191/182-200 | E-mail: info@ees-online.de | Internet: www.ees-annunciator.com



