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THE USM UNIVERSAL ANNUNCIATOR BECOMES
EVEN MORE POWERFUL - THE NEW VERSION 4.0!

3 viktiga funktioner i den nyare generationen>4.0:

° https://192.168.1.99
e Ldsenord fér admin star pG usm:ens etikett
e Aktivera IEC 61850 under Security
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Att gbra mer:

Den har snabbguiden innehaller de viktigaste och mest 6vergripande informationen som behovs for
en lyckad installation av USM system>4.0. For kompletta manualer hanvisas till de engelska
manualerna for USM och BSM som finns pa:
https://www.tillquist.com/kraftautomation/larmpaneler/larmpaneler-usm

Nytt fran generation 4.0 &r att alla enheter levereras med IT-sdkerhet. Innebar i korthet att du
jobbar med olika behérighetsnivaer med olika I6senord och att du maste aktivt aktivera delar av
kommunikationen. Exempelvis maste IEC 61850 aktiveras vid leverans! Lds mer under punkt
anslutning 2 och fram.

1.CAN-bus kommunikation mellan master och
slav

1.1 Kablage och terminering

e Kontakterna X7 och X8 anvdnds till CAN-bus kommunikation mellan enheterna.

e Anvand vanlig natverkskabel, UTP.

e Det spelar ingen roll vilken av kontakterna som anvands av X7 eller X8 pa BSM. USM X8 i
anslutning mot éverordnat och X7 mot slav (Tex BSM).

e Viktigt! De tomma kontakterna ska termineras med medféljande termineringar. Géller BSM-§
enheter. Termineringen ar kontakten med det svarta plasthdéljet som sitter i ena
natverksuttaget pa BSM vid leverans.

1.2 Installningar Master och Slav (Kaskadkopplat system)

For kaskadkopplat system sa maste slavarna (BSM) anges med hjalp av DIP-switcharna, S1

Instdllningar SLAV-enheter:

DIP- Funktion Slav 1 Slav 2 Slav 3
switch
S1/1 Slav ON ON ON
S1/2 Antalet slavar ON OFF ON
S1/3 Antalet slavar OFF ON ON
S1/4 Installningar OFF OFF OFF
mjukvara eller
DIP



https://www.tillquist.com/kraftautomation/larmpaneler/larmpaneler-usm

1.2.1 Exempel system USM-master och 1 slav
Installningar for DIP-switch S1.

SLAV
S1/1 ON
51/2 ON
s1/3 OFF
S1/4 OFF

2.Mjukvara

USM har en inbyggd webbserver med mjukvaran pa dar samtlig parametrisering gors.

For att logga in sd anvands natverksporten X8 pa USM.
Default IP-adress: https://192.168.1.99 (gar att andra senare).

OBS! Det kravs att man andrar till Fast IP-adress i datorns kontrollpanel for att kunna
konfigurera USM.

2.1 Anslutning USM-System vid leverans

Las av etiketten pa den levererade enheten (sitter pa undersidan av enheten). Tips Fota!

Det finns 2 etiketter:
A) BIa: Tillverkningsuppgifter (Produktinfo)
B) R&d: Inloggningsuppgifter vid férsta anslutning: https://192.168.1.99

GEE Elektra Eloktronik GmbH & Storcontroller
www.ees-online.de / Made in German,
SSUESWSFOR00
USM40S-5W-850-XXX-R-00
40 Eingénge m. Zustandsspeich.
110-220 VAC/DC
60-260 VAG/IDC
RGB-LED: 6 Farben
2107770 MAC-ADR:30:E2:83:D6:B5:FC

https://192.168.1.99/ _
admin (WebGUI) Password §

wd312ba87



https://192.168.1.99/
https://192.168.1.99/

Logga in forsta gangen med I6senordet som star i ovan roda ruta pa levererad enhet.
| exempel nedan:
Anvandare: admin

Losenord: wd312ba87

Ces

EES Annunciator
USM/WAP Login

User

admin

Password

wd312bag? = ‘

Login

Efter inloggning:

Kan l6senordet nu pa admin och engineer andras till onskad.

& C A Ejssker | hips//192.168.1.99 as

Confirmation

Please change the preset password for ‘admin’
For parameterization of the annunciator a password for an user in group ‘engineers’
must be set.

Change now?

(o I




Se bild nedan for behorighetsnivaer for respektive anvandare

ik / Parameter / System 4 admin (admin) =

User management

peme fosm m ——
admin admin preset admins W n
user user not set users A O n
engineer engineer not set. enginee W LJ u
+ Add user

User groups

Assigned access levels Delete
N S L N - S

admins n
users O O O (w |
Engineers L] [ n
operators O O n

DacawninrAd nalimvg

Tips!

Om det inte gar att gora installningar i mjukvaran kan det vara bra att dndra
behorighetsnivaerna for respektive anvdndare. Detta gérs genom att bocka av rutorna (se
bild ovan). Ge administratoren fulla rattigheter for att alla konfigurationer ska bli tillgangliga.
For att instéllningarna for behdrighetsniva ska tillampas: Accept confirmation = Logga ut 2>
Logga in.

2.2 Aktivera IEC 61850 "Brandvaggsparametrar”

Olika brandvaggar blockeras/aktiveras utifran dnskemal.

Behdorighetsniva: Admin
Ga till Parameter-> System > Security



Spara pa Accept Configuration E]

Brandvaggsparametrar aktiverade vid leverans:

Security

Firewall

Firewall enabled: O disabled ® enabled

Rules for inbound connections

octeort m

anyIP
HTTP (%) anyIP
SSHISFTP anyIP

NTP (Server) Connection disabled
anyIp
anyIP
Connection disabled

Connection disabled

Connection disabled

& / Parameter / System 2 admin (admin) -

Security

Firewall

Firewall enabled: O disabled @ enabled

Rules for inbound connections

mu

any 1P

T N 2 R

any 1P 2 a3
NTP (server) Connection disabled

any 1P
any 1P
Connection disabled

|EC 60870-5-104 Server Link 1 Connection disabled

|EC 60870-5-104 Server Link 3 Connection disabled

* Allow unencrypted HTTP access: ]




2.3 Uppdatera Firmware

Firmwareuppdateringar dr maijlig fran 4.0.1 och framat. For dldre generationer = kontakta Tillquist!
Behdorighetsniva: Admin

Hamta firmware: https://www.tillquist.com/kraftautomation/larmpaneler/larmpaneler-usm

@ @ Language- [ information 5] eventlog M} Parameter- [ Monitor - M ® 92 &

# / Parameter / System & admin (admin) *

Firmware update

[LITI Select file

Update

Rollback

Rollback target target version not detected

Detect target version Execute Rollback

version:

Confirmation

Should the selected software package be installed.

This process will take some time and cannot be interrupted. The device must not be
disconnected from the power supply.

After the installation is complete, the device will restart.

Cancel


https://www.tillquist.com/kraftautomation/larmpaneler/larmpaneler-usm

Efter att enheten har startats om ga till: Information = Device information och verifiera att enheten
ar uppdaterad, Se bild nedan.

% Q@ Language W [information Event log it Parameter = Monitor B [} ]

A / Information & admin (admin)~

Device information

MAC ADDRESS: 3@:e2:83:d5:b5:fc

#ediaant software information ###sssss
USH Seriennummer: 2187770

= ign. .e.3
USM Packet Version: v4.0.5

USM FastCGI Version: 4.0.1

USH Server Version: 4.0.2

IEC6185@ Library Version: V2.88.65
Grundmodul STM Version: 14729000.010.811

2.4 Eventloggning

USM:en version nyare 4.0 har mojlighet att logga handelser. USM har minne f6r 100 000 handelser
med rullande 6verskrivning. Dvs. Nar minnet ar fullt skrivs det 6ver och bérjar med handelse 1 och
framat.

Behdorighetsniva: Engineer

Bild nedan visar vad som aktiveras vid leverans (grundinstéllningar):



1 Event log 4 admin (admin) *
SEs B S ) General configuration

Event logging

inactive: O active: ®

Event Log licence: available

Event log level warning at © 90000 of 100 000 Events

Configure logging

Decide which categories of events shall be logged in the event log of the device.

Alarm events

Alarm comming. going, ac

Annunciator state events
Watchdog relay state, IEC fink state, Configuration Events

Protocol events
|EC 60B70-104 client states, [EC 61850 Errors

Analog errors

Input range status errors, 4..20 mA wir break

System events
Power up, down, Time synchronisation, Ethemet state. Event log state

Security events

Logins, password changes, file system integrity, firmware updates, firawall configuration




Bild nedan, exempel pa val av aktivering:

& / Eventlog 4 admin (admin) ~

General configuration

Event logging

inactive: O
available

Event Log licence:

Event log level warning at - 90000 of 100 000 Events

Configure logging

Decide which categories of events shall be logged in the event log of the device.

Alarm events

Alarm comming. Eoing. ac

Annunciator state events

Watchdog relay state, IEC link state, Configuration Events

Protocol events
|EC £DE70-104 dlient states, |EC £1850 Errors

Analog errors

Input range status erors, 4..20 mA wire break

System events
Power up, down, Time synchronisation, Ethermet state, Event Iog state

Security events

Logins, password changes, file system integrity, firmware updates, firewall configuration

2.5 Bygg ut systemet (Lagg till slavenheter)

For att lagga till slavenheter (BSM) till en masterenhet (USM) i mjukvaran:
Behorighetsniva: Engineer

(se bild nedan) Parameter = Device administration och lagg till dnskad slavenhet. Tryck Identify
device, da hittas slavenheten/slavenheterna automatiskt. Givet att enheterna anslutna enligt 1.1
Kablage och terminering och DIP-Switcharna ar ratt installda enligt 1.2 Instéllningar Master och Slav
(Kaskadkopplat system).




# / Parameter / Device administration A admin (admin) *

Device administration

Device administration

To detect devices automatically, execute: JONLEGTL N

Master device Slave device: 1 Slave device: 2 Slave device: 3

08 Inputs

For att verifiera att ratt enheter &r anslutna, ga in under Device info: Dar visas de anslutna samtliga
enheter i systemet (Se roda markeringen nedan).

& / Information 4 admin [admin)~

Device information

USM Serial number: 212345
MAC ADDRESS: Bc:BB:79:35:6d:4e
SNMPV3 i H 87935¢

ARt Software information TR

UsM Packet Version: v4.5.@

USM WebGU Version: v4.5.16

Device® 5TM Version: 14729802.918.823 CPUv3
Devicel STM Version: 14720802.918.831 CPUI

wnEnnitt Installed licences fafRiRn
License IECG@E78-5-101/184: walid
License IECG1858: not installed
License Modbus: valid

License Security: valid
License EventRecorder: walid
License SWMPAdvanced: valid
License PortSecurity: walid

wHERRT Connected devices #R#fRiRY

USM 4@ inputs + 24 relays 4 analog inputs, 2 temperature sensors, RGB LEDs CRC: @x85C3
BSM 24 inputs + & relays , , RGB LEDs CRC: @x5834

-- uninstalled --

-- uninstalled --

wiEERTHE Interfaces FATTHTH

Network interface ETH@ (XE): copper wire

Network interface ETH1 (X98): not available

serizl interface @ (X6): RS232/RS485 (software configurable)
Serial interface 1 (X96): not available

Fi#F Power supplies HiHHHEE

Device3




2.6 Logiska funktioner (ex skapa fler grupplarm)

Det finns integrerad logikfunktionalitet i enheten. Den universella parametereditorn kan anvandas
for att skapa formler enligt IEC 61131-3 ST-syntax. Ingangar och virtuella kanaler kan kopplas
samman i booleska uttryck med operatorerna AND, OR, NOT samt parenteser.

For att komma &t och stélla in de logiska funktionerna, ga till: Parameter - System = Parameter
editor.

4 / Parameter / System A admin (admin) ~

Parameter editor

Generic parameter editor

Full logic functions v
Logic functions (OR) ~
NTP monitoring parameters v
IPv6 settings ~
Scaling set virtual IEC60870 server objects v

Scaling set virtual IEC60870 client objects v

Med hjalp av de logiska funktionerna kan man valfritt stélla in fler grupplarm om behovet finns
(utover de 3 standardgrupplarmen).

Logiska funktioner, tex grupplarm konfigureras pa 2 olika satt:

e Full logic functions
e logic functions (OR)

2.6.1 Full logic functions

Funktionerna adresseras enligt:

e “%IX"”: Kallan till den logiska funktionssignalen.

e “%QX": Mottagaren till den logiska funktionssignalen.

e "b" typ av referenskalla, tex: (b =0 styr de fysiska ingangarna) (b = 11, styr relautgangar pa
enheten)

e "d"iadressen ska ersattas med motsvarande enhetsnummer (0 = Master, 1 = Slav 1, 2 = Slav
2,3 =Slav 3).

e "n" ska ersattas med kanalnumret, tex: ingang 35 2 n =35 osv.

Detta satts ihop i en kodstrang pa foljande satt: %IXb.d.n




Tabell med beskrivning av varje nummer aterfinns pa engelska under knappen

Under rubriken: *’11.3.1 Full logic functions”

Nar logiska funktionerna har definierats i Parameter editor behéver dven signal source pa
mottagarsidan dndras i Reporting channels. Det gérs genom: Parameter = “enhet” = kolumnen
Signal source > Logic. Detta for att vad for typ av signalkilla kanalen ska félja.

# / Parameter / Devices / Slave-Device 1 2 admin (admin) ~

Reporting channels \

& print labels | & Fill with default labels Name of
configuration:

Version of
configuration:

Devicename:

signal Name ;Ol NC |DT RD T “L|orF [cr1 | cR2 |CR3 |HT signal source
|
L) ‘D [ 5 H 0.100 DH 5 H 1000 ‘ . Hornisnotlocked v Logic
2 X142  Report2\x14.2 O O 5 0.100 O |s 71000 o O Hornisnotlocked v | Physicalinput v
3 ‘4@ Report 3\X14.3 D ‘D ‘H a DH ‘D D [ Horn is not locked VHI Physical input VH /]

4 X144  Report4\x14.4 0O O 5 0.100 O |s /1000 0O O Hornisnotlocked v | Physicalinput v

Exempel 1 (Gruppera ingang):

e Ingang 1 aktiveras pa slavenheten nar ingang 17 eller ingang 18 aktiveras pa masterenheten
%QX0.1.1 := %1X0.0.17 OR %1X0.0.18 (Se bild nedan).
(OBS: Grupperad ingang aktiveras direkt, dvs tar ej hansyn till eventuella tidsfordrojningar pa
ingang 17 eller ingang 18)

Parameter editor

& / Parameter / System A admin (admin) v

Parameter editor

© Help

Generic parameter editor

Full logic functions ~

m
0 Str

te
formula 9QX0.1.1 := %IX0.0.17 OR %IX0.0.18 n

+Add entry




Reporting channels

# / Parameter / Devices / Slave-Device 1

Reporting channels

= Fill with default labels Nam_eof

configuration:

Devicename: Versio:"\ of
configuration:

CR1 |CR2 |CR3 |HT signal source

2 X142 Report 2\X14.2

5 / 1000 (m] ] Horn is not locked v Physical input v

a
Iﬂmmll IIW |- ONCE - - | T

4 X144 Report #1X14.4 0O |s / 1000 a O m] Hornis not locked v Physical input v
Inmu:ll =0 1= = e
6 X146 Report 61X14.6 5 O s / 1000 /] Hornis not locked v Physical input v
|nmun| = = O T
8 X148  Report8X148 O |s 7 1000 m O O Hornisnotlocked v Physical input v

Exempel 2 (Gruppera reldautgang):

e Reldutgang 1 aktiveras pa slavenheten nar ingang 17 eller ingang 18 pa masterenheten
%QX2.1.9 := %IX2.0.17 OR %IX2.0.18 (se bild nedan)

Parameter editor

& / Parameter / System A& admin (admin) »

Parameter editor

@ Help

Generic parameter editor

Full logic functions ~

m— pata pe
+Add entry

Reldutgangen som aktiveras styrs nu ’mjukt” och maste aktiveras i enheten det gors (se bild nedan):

Parameter - Devices = Slave-Device 1 = Repeat relays



# / Parameter / Devices / Slave-Device 1 & admin (@admin) v

Repeat relays

Channel | Contact | Inputs Relay is active Inverted Output parallel Interface IEC wipe duration

2

ms

500 ms

ms

Tillagg:

Onskas samma tidsfordréjning fér grupplarmsignalen pa samtliga enheter:
%QX0.1.1 := %I1X2.0.17 OR %IX2.0.18

| detta fall: LED 1 ténds pa slavenheten nar ingang 17 eller 18 aktiveras.

Se konfiguration nedan:

Generic parameter editor

Full logic functions

m— oetape

-——I R — I

+Add entry

Nedan ingangar ar nu grupperad till ingang 1 i slavenheten. Ingang 1 i slavenheten aktiveras med

samma tidsfordréjning som angivits for respektive ingang pa masterenheten, 17 eller 18. (Se bild
nedan)

BN = CNONC I RC T MO
O

18 X14.2 Tidsf. Ingdng 18 3

5 / 1000 V] Hornis not locked v Physical input v




2.6.2 Logic functions (OR)

Den har parametergruppen kan enkel OR-logik konfigureras. Tidigare var denna funktion endast
tillganglig via Excel-parametrisering. Det dr mojligt att anvanda upp till 16 logiska formler.

En logisk formel ar uppbyggd enligt féljande:

Forsta vardet anger rapporteringskanalsnummer (baserat pa 1) som ska anvandas som
”signalutgang”’. Separat med vertikala streck ”|” listas de kanaler som ska inga i den logiska OR-
funktionen.

Enligt:

Gruppingangs nr. | Ingangs nr. | Ingangs nr |.....

Den rapporteringskanal som ska anvandas for att visa resultatet maste vara angiven med signalkallan
“Logic” som i ovanstaende fall.

Se nedanstaende exempel:

1 Exempel pG OR-logisk funktion ddr. | exemplet nedan ska kanalerna 1 och 2 pG mastern OR-kopplas till kanal 8 pé
mastern:

4 / Parameter / System 2 admin (admin) ~

editor

Generic parameter editor

Full logic functions '

Logic functions (OR)

m— oea e -

smz

form ula Loglcsm ng
-——I I-
formula LogicString
-——I |
formula LogicString
-——I /1
formula Logicstring
-——I |
formula LogicString
-——I |
formula Logicstring
-——I /1
formula LogicString

formula LogicString




Reporting channels

# / Parameter / Devices / Slave-Device 1

Reporting channels

@ Help | EPrintlabels | EFill with default labels Nam_eof

configuration:

Devicename: Version of
configuration:

CR1 |CR2 |CR3 |HT signal source

2 X142  peport2X14.2 @ O s yio00 g o

Hornis not locked v Physical input v
Illm:l:ll =0 T= NN e T
4 X144 Report #1X14.4 0O |s / 1000 O m] Hornis not locked v Physical input v
l-m:l:ll =0 1= = e
6 X146 Report 61X14.6 5 O s / 1000 /] Hornis not locked v Physical input v
IIWIII = = T e
8 X148  Report8X148 O |s 7 1000 m O O Hornisnotlocked v Physical input v

3.Parametrisering

3.1 Skapa CID-filer 61850

Behdorighetsniva: Engineer
Steg 1) Valj vilken Edition av IEC 61850 ska skapas.

Bocka i delarna som onskas inga i protokollet, viktigt att dven ta med slavenheterna!



Se nedan exempel med standard direct normal security:

o / Parameter / Protocol / IEC 61850 & admin {admin) -
IO EE T0Ll Server/GOOSE Publisher GOOSE Subscriber  Mameeditor  Object parameters

B Export ICD-File

Protocol settings

Edition Edition 2.1 {2007 revizion B)

control Model direct normal security

Select available GGIOs

Cutput count 24 1

Dx_Input =+ M@ GGIoT1

Dx_Alarm unacknowledged M GGIo13

Dx_Input double report 5 B GGIo100 E eI

Dx_Output read =+ | GG

C0_Collective report 5+ & GGIOT1

Dx_Analog input G- @ GGI01Z0 GGIOTZ1

Dx_Function output_set & B GGIo51

Dx_COutput double command E M GGIo110 ® GGIo111

3.2 Nameeditor

| Nameeditor andras natverksnamnen — inga nya objekt kan laggas till eller tas bort.
Har kan namn for Subnetwork, IED och respektive dataobjekt justeras i systemets struktur.



Nér alla namn ar uppdaterade sparas konfigurationen med Accept configuration.

nfiguration

4 / Parameter / Protocol / IEC 61850 & admin (admin) >

Nameeditor

@ Help

IEC61850 Nameeditor

SubNetworkName SubNetwork1
apName P1
IEDName EESUSM1

LDevicelnst LDevice1_Goran

DataObjects

3.3 Server/GOOSE publisher

For varje enhet (USM och eventuella BSM-slavar) kan objektnamn redigeras separat, t.ex.
D0-D3 motsvarande enhet 0—3 (enhet 0 ar masterenhet, enhet 1,2,3 ar eventuella
slavenheter)

@ / Parameter / Protocol / IEC 61850 & admin (admin) ~

Server/GOOSE Publisher

[ Export ICD-File
IEC61850 Server / GOOSE Publisher

DataOhjects Reports Datasets

|| CO_Physical_Health =

E3 1 D0_input (GEIOY) > GOOSE control blocks Datasets
| D1_Input (GGIO11) =

(1 D0_Input delayed (GGI02) 3 Datasets
|1 D1_Input delayed (GGI012)

|| DO_Alarm unacknowledged (GGI03) =
|| D1_Alarm unacknowledged (GG1013) =
|| DO_Alarm (GGI04) 3

| 1D1_Alarm (GGIO14) 5

|| DO_Function output (GGIOE) =

| | D1_Function output (GGI016) =

| DO_Output read (GGIO7) =

|1 D1_Output read (GGIO17) =

|1 DO_Function input (GGIO8) 5+

= D1_Function input (GGIO18) =

|1 CO_Collective report (GGIOT1) =3

|| €0_Horn (GGIO72) [

| C0_Status (GGIO73) =

|| CO_Error (GGIO74) (3

|1 DO_Input double report (GGIO100) =

| 1D1_input double report (6GI0101) =

| 1D0_Analog input (GG10120) =

Andringarna gérs direkt i textfilten bredvid respektive parameter.



3.3.1 Exportera ICD filer
Server Publisher anvands for att verifiera dataset och GOOSE-parametrar.
Varje enhet (USM, BSM slavar) visas som en egen rad:
Tex(se bild nedan):
USM - LDevicel: Datasetl
Slav 1 - LDevicel: Dataset2
Dataset 3 = felkoder

Kontrollera att respektive GOOSE control block pekar mot ratt dataset.

Objekt kan omordnas med drag & drop eller 6ppnas med dubbelklick for andring av attribut
eller kanal-tilldelning.



1 Datasets fér IEC61850 Server

@ / Parameter / Protocol / IEC 61850 & admin (admin) *

IEC61850 Server / GOOSE Publisher

DataObjects Reports [} Datasets

E3 co_Physical Health &

B 00_input (6G101) &+ £ LDevice1:Report1 B toevicei:Dataset

B otinput (GGIO11) &

B3 poinput delayed (GGI0O2) G+

=::_:‘::;‘:m‘:::: chos) & [ Loevicer:Reportz [ Woevicer:Datasee2

B3 o1 Alarm unacknowledged (GGIO13) &=

=-‘:‘:i::: ::m" )':; GOOSE control blocks [ Datasets
-

. Do_Function output (GGIO6) =

E3 . D1 Function output (GGIO16) Datasets .

B3 oo output read (66107) &

B 01 0utput read (GG1017) >

3. 0o_Function input (GGI08) (=

3 01 _Function input (GGIO18) (>

B co_collective report (6GIO71) (>

EJ . CO_Horn (GGI072) &>

B3 co_status (GGI073) &

B co_grror (GGIO74) (>

[ Do_input double report (GG10100) (>

E3. O1input double report (GG10101) =

| D0_Analog input (6G10120) (3

onfiguration

& / Parameter / Protocol / IEC 61850 & admin (admin) v

Server/GOOSE Publisher

IEC61850 Server / GOOSE Publisher

DataObjects Reports Datasets

| CO_Physical _Health = a

| DO_Input (GGIO1) & [ LDevice1 :Report1 B | LDevice1 :Dataset1

|/ D1_Input (GGlO11) & 2 name = | Reportl 2 name = | Datasetl
| DO_Input delayed (GGIO2) = B Report G Co_PhyHealth

B3| D1input delayed (GGIO12) = B bufTime = | 100 {stval, q}

B3 DO_Alarm unacknowledged (GGI03) & O buffered N o ) 5 LDevice1:InDly_GGIO2_SPCSO1
| D1_Alarm unacknowledged (GGIO13) = DO_1_InDly_

[E3. D0 Alarm (GGIO4) = 8 confRev =2 {stVal, g}

3 D1 Alarm (GGIO14) &> B datSet = | Datasett v 5 LDevice1:InDly_GGIO2_SPCSO2
[ DO_Function output (GGI06) = D intgpd - 1000 DO_2_InDly_

| D1_Function output (GGIO16) & {stval, g}

| D0_Output read (GGIO7) = | Trigger Eo LSDIeVEJcle‘I :InDly_GGIO2_SPCSO3
E3( D1 Output read (GGIO17) E5. options Esgvl;l z;

E3(  DO_Function input (GGIO8) & E3( I ReportsEnabled i

5 LDevice1:InDly_GGIO2_SPCS0O4

PO A IaNhy

3 D1_Function input (GGIO18) =



2 Datasets fér GOOSE kommunikation

4@ / Parameter / Protocol / IEC 61850 2 admin (admin) >

| Server/GOOSE Publisher

IEC61850 Server / GOOSE Publisher

DataObjects

EJ co_Physical Health &

= . DO_Input (GGIO1) =

B Dp1input(GGI011) &

[ poinput delayed (66102) =+

B D1input delayed (661012) =+

Ed . po_Alarm unacknowledged (6G103) 5

£ p1Alarm unacknowledged (GGI013)

£ Do_Alarm (6GI04) =

B D1 Alarm (GGIO14)

£ DO_Function output (GGIO6) =
3 D1_Function output (GGIO16) (=
[ po_output read (66107) >

§ D1 output read (GGI017) &

£ DO_Function input (GGI0B) =
Bl D1_Function input (6G1018) &
B3 co_Collective report (GGIO71) =+
£ co_Horn (GGIO72) &

B co_status (6GI073)

Reports

GOOSE control blocks -

EJ. LDevice1:GooseCB1

| LDevice1:GooseCB2

Datasets

| LDevicel:Dataset1
£l LDevicet:Dataset3

3 Lpevicet:Datasets
£ LDevicel:Datasets
3 LDevicer:Dataset7

Datasets

Datasets

| LDevicet:Dataset2

__ LDevicel:Datasets

B co_Error (GGIO74) (=

§4  DO_input double report (GGI0100) =
3 pLinput double report (GGIO101) &
B po_Analog input (GG10120) &

3.3.2 Importera IED-filer
Ytterligare IED:er importeras via Import IED(s) med ICD/SCD-fil och bekraftas darefter.
Radering sker via Delete IED eller Delete candidates.
Den lokala USM-enheten kan inte tas bort.

Avsluta genom att trycka Accept configuration i hoger meny.

& / Parameter / Protocol / IEC 61850 2 admin (admin) ~

GOOSE Subscriber

GOOSE Subscriber

n GOOSE Subnetwork

EESUSM1 Import IED(s)

Import IEC 61850 SCD/ICD file

Import Select file

Depending on number of nodes in the file, the import may take up to several minutes.




Tips: Sakerstall konsekventa IED- och dataset-namn innan export av CID-fil.

3.4 Andra IP adress

For att andra IP-adress pa enheten( Se bild nedan):
Parameter - System -> Network

& / Parameter / System 2 admin (admin)~

- Network
© Help

Network ETHO (X8)

IP-Address: 192.168.1.99
Subnetmask: 255.255.255.0
IP-Gateway: ® enabled = 0.0.0.0

IEC61850 interface: @

MTU size: ®
default O manual: | 1500

DNS-Server

DNS inactive: ® DN active: O




3.5 Tidssynkronisering/NTP

For att ange NTP (Se bild nedan):
Parameter > System - Time - Stall in ratt NTP adress

& / Parameter / System & admin (admin) ~

@ Help

Location

Timezone: Universal e

Synchronisation

Sync-Service: O manual @ NTP O IEC 60870

NTP-Server1: 0.de.pocl.ntp.org

NTP-Server2: 1.de.pool.ntp.org



4 Felkoder

3.13.2 Error list

The error numbers listed in the following table correspond to the red flashing sequence of the
“Operating status” annunciator light of the USM.

Example:
Error 68 - Connection to the NTF server disrupted
Flashing sequence of the annunciator light - long, long, long, long, long, long, fong

short, short, short, short, short, short, short, short break

The following table lists the error codes of the USM.

Error number Error Remark
. This error is also triggered if any error occurs in the fault
! Coliection emors annunciator.
1 Parameter Initialization error
If the error occurs again after restarting the device, the device
12 Internal communication must be sent to EES for inspection.
efror
After the oceurrence of an alarm surge, intermeadiate states of
13 Overflow alarm buffer alarms may have been lost. The final states are valid.
If the error occurs again after restarting the device, the device
4 Relay card faulty must be sent to EES for inspection.
This error can oceur in fault alarm cascades. It is displayed if the
Communication in the connection between the USM and at least one configured slave
15 fault alarm cascade (BSM) is interrupted. Please check the configuration of the slave
disrupted addresses on the BSM and the
Conneclion cable.
17 Primary vollage us1 missing
Secondary voltage usz Faults in fault annunciators with redundant power supply
18 missing
I ; The configuration that has been saved does not match
19 Configuration inconsistent the device (e.g. USM 08 and USM 16).
" The 61850 license does not match the device. Has the license
i IEC 61850 license emar been installed in the correct device? Contact customer service.
32 CID file is missing Import CID file
XML configuration file Restore fa;:tar_y setlings via web server, then carry out or import
33 missin parameterization again.
9 Contact customer service if the error persisis.
a4 XML import incorrect Import correct file or restore factory settings via web server.
a5 CID file incorrect The imported CID file is not comrect. Import a correct file.
" " In cascaded systems
41 Extension address incorrect The slave generates the error if it is set to address "0".
is set.

Table 3.3-1- Error codes of the USM part 1



Error number | Error Remark
In cascaded systems
+ Master generates the error if a slave at address
42 Extension address multiple "0" is set
+ Slave generates the error if another slave with the
same address sends. There are two slave devices
with the same address.
If the measuring mode is set to 4 - 20 mA for an analog input, this
48 Wire break 4 - 20 mA error is displayed in the event of a wire break.
sensor A wire break is detected if the current is less than 3.6 mA.
I . A configured IEC server cannot be reached by the client or does
63 IEC 104 Client connection fot s.en?d any data. y
64 No Ethemel connection
ETHO (X8} Ethernet connection faulty - Check the Ethernet cable on the USM
65 Ne Ethemet connection and the remote station (switch).
ETH1 (X98)
i The IEC server can be reached by the client, the general g
67 IEC:104 Cliont GA nat but retumns incomplete data. - Chgclc the mnﬂgurgtion in m:er;.-'
complete server.
Connection to the NTP server disrupted
The error is generated if neither of the two parameterizable NTP
68 NTP connection servers can be rea_chn_sd wml_n 10 minutes.
To make commissioning easier, this error is signaled after 10 s
after the voltage has been switched on or a changed
parameterization has been accepted.
;; ggg?—gaﬁltfgi;;: :;Lssmg Power supply emor in slave 1
missing
73 Primary voltage us+ missin .
74 Secangar}r wﬁtage sz : Power supply error in slave 2
missing
75 Primary voltage us: missing .
T8 Secondary voltage vez Power supply eror in slave 3
missing
Connection error to the :;-,;he USM is operated as a client, the following can be selected in
160 - 191 respective [EC 104 server

(iink 1 - 32)

"Parameters/Protocols/IEC160870-5-101/104"  links to a
maximum of 32 servers can be parameterized. An error alarm
is provided for each of these links.

Table 3.3-2: Ermor codes of the USM Parf 2




